AEmsi | £3 burningglass RiGSMAGLE,

Career Pathways
and Skills Analysis

Networking and Systems

Authored by
CSforMA, Inc
Emsi |Burning Glass

Published
May, 2022



Contents

Introduction

Skill Analysis

Occupation Profiles

Career Pathways

Methodology

Occupation:Network /Systems Support Specialist
Potential Career Paths for Network /Systems Support Specialist
RF Engineer

Computer Systems Engineer/Architect

Software Developer/Engineer

Computer Programmer

Electronics Engineer

Network/Systems Administrator

Database Administrator

Telecommunications Engineering Specialist
Cyber/Information Security Engineer/Analyst
Network Engineer/Architect
Occupation:Network /Systems Administrator
Potential Career Paths for Network /Systems Administrator
Computer Systems Engineer/Architect

Software Developer/Engineer

Cyber/Information Security Engineer/Analyst

AN L b B

;
10
12
15
18
21
24
27
30
33
36
39
42
45
47
50
53



Database Architect

Business Intelligence Architect/Developer
Web Developer

Data Engineer

IT Project Manager

Network Engineer/Architect

Mobile Applications Developer
Occupation:Network Engineer/Architect
Potential Career Paths for Network Engineer/Architect
Data Engineer

Occupation: Systems Analyst

Potential Career Paths for Systems Analyst
Ul/UX Designer/Developer

Database Architect

Business Intelligence Architect/Developer
Computer Systems Engineer /Architect
Software Developer/Engineer

Technology Consultant
Cyber/Information Security Engineer/Analyst
IT Project Manager

Network Engineer/Architect

Web Developer

References

56
59
62
65
68
71
74
77
80
82
85
88
90
93
96
99
102
105
108
111
114
117
120



Introduction

This is the result of an effort to
document existing opportunities
for individuals to enter the computer sci-
ence field in the state of Massachusetts.
The source ofanalysis was based on both
a thorough review of occupational pro-
files and an analysis of the skills needed
to satisfy the requirements. The analysis
resulted in five areas of job opportunity.

Networking and Systems is one of the five
areas identified as viable roles that offer
the greatest opportunities in comput-
er science for those individuals with less
than a 4-year degree. This report identifies
the opportunities available in the com-
puter science field as they pertain to Net-
working and Systems. The report identi-
fies the skills and certifications necessary
for each career opportunity identified,
and maps the potential career pathways
that can be realized, and any additional
skills or training required for promotion.

Students interested in preparing for the
Networking and Systems role, can learn
and develop the requisite skills and can
also earn relevant certifications. In the
sections that follow, the report identifies
the top skills and most relevant certifi-
cations. It also indicates the projected
employment growth of the alternative
career paths suitable for the role as well
as estimated salary advancement over
2, 5 and more than 6 years in the role.

Job Opportunities in
Computer Science for
individuals with less than a 4-year
degree

Computer Support
Cybersecurity

Data Administration
Networking and Systems
Programming and Develop-
ment

Skill Analysis

Skill analysis is done to show the extent of
mastery or expertise needed to match the
requirements of a job at three levels: nec-
essary, defining, and distinguishing. Neces-
sary skills are the set of technical abilities
needed to do the particular job or some-
thing similar. Defining skills represent the
sets of tasks that define and are particu-
lar to the job. Distinguishing skills are the
areas of mastery or expertise that allow
an individual to excel at a job. These are
specialized skills called upon sporadically.




Necessary
Skills

Occupation Profiles

The study of occupation profiles is de-
sighed to document the job opportunities
for the Networking and Systems role. This
role has four starting occupations: Net-
work or Systems Support Specialist, Net-
work or Systems Administrator, Network
Engineer or Architect,and Systems Analyst.
For each career path emerging from the
Network or Systems Support Specialist,
Network or Systems Administrator, Net-
work Engineer or Architect, and Systems
Analyst occupations, the report presents
salary and career advancement estimates,
job openings and projected growth. The
report also presents top skills and certi-
fications associated with the occupation.

An occupation’s Distinguishing Skills are the advanced
skills that are called for occasionally. An employee
with these skills is likely more specialized and able to
differentiate themselves from others in the same role.

An occupation's Defining Skills represent the day-to-
day tasks and responsibilities of the job. An employee
needs these skills to qualify for and perform
successfully in this occupation.

An occupation's Necessary Skills are specialized skills

required for that job and relevant across other similar
jobs. An employee needs these skills as building blocks
to perform the more complex Defining Skills.

Career Pathways

Career advancement is generally seen
as a transition that brings higher com-
pensation and/or responsibility in a role
that is similar to that previously held.

Inorder to understand likely career path-
ways for each ofthe four startingoccupa-
tions ofthe networking and systemsrole,
likely advancement occupations were
examined. This was done following Emsi
| Burning Glass’ Career Pathways model
as well as by examining actual transitions
made by individuals through analysis of
Emsi | Burning Glass’s resume database.
and destina-

Each set of origin




tion occupations comes with a pre-
dicted salary differential and skill

gap between the two occupations. Advancement
Occupation
Methodology
+ Skill and
Experience

In this analysis, we use an index of simi-
larity or ‘similarity scores’. The similarity
scores for each pair of occupations have
a numeric value between 0 and 1. They can
be seen as a proxy measure for the feasibil-
ity of transitioning between the two jobs.
Job pairs that have a similarity score of 1
can be said to have a perfect fit (and are in
fact the same occupation), while job pairs
with a similarity score of 0 have the most
imperfect fit with no overlapping skills. . W— i

Starting
Occupation

Similarity scores only indicate skills over-
lap and skills gaps, and do not contemplate
differentials in educational attainment.
While some occupations always require
specific degrees or licenses, many occu-
pations may only prefer certain education
levels (however strongly) and can offer

greater possibility for direct promotion.

AL
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Networking
and Systems

Occupation:
Network /
Systems
Support
Specialist
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Occupation Profile: Networking and Systems
Occupation: Network / Systems Support Specialist

Occupation

Network / systems support specialists
analyze, troubleshoot, and evaluate com-
puter network problems. They provide
help and advice to computer users and
organizations. These specialists either
support computer networks or they pro-
vide technical assistance directly to com-
puter users. They play an important role
in maintaining an organization’s network
and keeping them safe and secure through
both hardware configuration and end-user
training. These individuals require exper-
tise in diagnostic and security software
as well as in-depth knowledge of network-
ing equipment and infrastructure devic-
es. They are comfortable in problem solv-
ing, customer service and prioritizing.

Growth

Network / systems support specialist jobs
are projected to have a 0.96% growth in
employment. The entry level salary for
this occupation is $56,802 with a require-
ment of less than 2 years of experience.
The mid career salary, that is jobs requiring
3 to 5 years of experience is $70,292. The
advanced career salary which requests
six or more years of experience is $90,012.

Skills

The skills shown in the table below rep-

>

0.96%

Projected Growth

Estimated five-year
growth in employment

$56,802

Entry Level Salary

Salary for jobs requiring less
than 2 years of experience

$70,292

Mid Career Salary

Salary for jobs requesting 3 to 5
Yyears of experience

$90,012

Advanced Career Salary

Salary for jobs requesting 6+ years
of'experience




Occupation Profile: Networking and Systems
Occupation: Network / Systems Support Specialist

resent the additional skills likely needed
to move from the starting occupation to
the advancement occupation. Necessary
skills are specialized skills required for this
job and relevant across other similar jobs.
The necessary skills include knowledge of
project management, Linux, information
systems, scheduling, hardware trouble-
shooting, and customer contact. Defining
skills represent the day-to-day tasks and
responsibilities of the job. They assume an
increase level of technical competency.
They include knowledge of customer ser-
vice, technical support, network support,
network administration, repair, and Cis-
co. Distinguishing skills set a worker apart
and come with a salary premium. Note
that in this role, the prospects for growth
include knowledge of system administra-
tion, Local Area Networks (LAN), IT support,
Break/Fix, Open Shortest Path First (OSPF),
and Network Management Center (NMC).

Certifications

This occupation requests in addi-
tion to security clearance and a driv-
er’s license, the following certifica-

Necessary Skills Defining Skills

Percent of
Postings
Requesting
Skill

Certifications

Security Clearance

Driver’s License

Cisco Certified Network Asso-
ciate (CCNA)

tion: Cisco Certified Network Associate
(CCNA), an associate-level Cisco Ca-
reer certification from Cisco Systems.

Distinguishing Skills

Project Management 16% = Customer Service

Linux 12% | Technical Support
Information Systems 11% = Network Support
Scheduling 10% Network Administration
Hardware Repair

0,
Troubleshooting 10% Cisco

Customer Contact 9%

Page 9

Percent of Percent of
Postings Postings
Requesting Requesting
Skill skill
30% = System Administration 11%
29% = Local Area Network 5%
16% (LAN)
15% It Support 4%
15% Break/Fix 4%
Open Shortest Path First
14% o
°  (OSPF) 3%

Network Management

0,
Center (NMC) 3%



Potential Career Paths for
Network/Systems Sup-
port Specialist

For the starting occupation of network
/ systems support specialist, we identify
possible next step occupations. These oc-
cupations come with an increase in com-
pensation and require additional skills and
in some cases certifications. These skills
may be learned on the job at the initial po-
sition held or can be learned in advance.

Inthe pages that follow,we provide foreach
Advancement Occupation, skill gaps, cer-
tifications, salary and workforce informa-
tion. With this information, students, edu-
cators,and policymakers can see the paths
a worker could take from the Starting Oc-
cupation to the Advancement Occupation.

RF Engineer

Database

Administrato
r

Computer
Systems
Engineer /
Architect

Software

Developer /
Engineer

Network
Systems
Support

Specialist

Starting
Occupation

Cyber /
Information
Security
Engineer /
Analyst

Network /

Systems
Administrato

Computer
Programmer

Network

Engineer /

Architect



Advancement
Occupation

+ Skill and ' .
Experience Detai Ied

Career Pathways:

Starting
Occupation

Network /Systems
Support Specialist

Al ]

m

Page 11



Network /Systems
Support >
Specialist

Starting Occupation

Advancement Occupation

RF Engineers are professional experts
known within the electrical engineering
arena of IT and Telecommunication sec-
tors. They design, deploy and optimize
wireless communication systems. These
electrical engineer specialists mainly work
for cellular operators where they create
network performance models, test the
efficiency of existing networks, and en-
sure that regulatory standards are met.
Radio frequency engineers work with
equipment that send or receive radio
waves, with wireless devices, radios,
and mobile phones. Important duties of
these individuals are to enhance the per-
formance of wireless networks and to
plan or assist in the planning of RF strat-
egies for making new wireless networks.

Growth

The similarity score between RF engineer
and the starting occupation is 0.41 and
the average salary differential is $31,685.
While the projected 5-year employment
growth for Network / Systems support
specialist is 0.96%, RF engineer’s project-
ed 5-year growth is lower at 0.28%. Aver-
age salary for the advancement occupa-
tion is $56,802 for individuals with up to
2 years of experience; $70,292 for those
with 3 to 5 years, and $90,012 for individ-
uals with 6 or more years. There were 275

RF Engineer

Advancement Occupation

0.41

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

i
$31,685

Average Salary
Differential

]
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

0.28%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems

Support
Specialist }

Starting Occupation

$56,802

Average Salary:Advancement

Occupation with 0- 2 years experience

[
$70,292

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$90,012

Average Salary:Advancement
Occupation with 6+ years experience

[
279

Starting Occupation Postings

[
275

Advancement Occupation Postings

RF Engineer

Advancement Occupation

postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network/systems support specialist
to RF engineer. The skill taxonomy used in
thisanalysis classifies skills foragiven occu-
pationas necessary,definingordistinguish-
ing. Necessary skills are specialized skills
required for this job and relevant across
other similar jobs. The necessary skills for
RF engineer are MATLAB, test equipment,
systems engineering, physics, and budget-
ing. Defining skills represent the day-to-day
tasks and responsibilities of the job. For
this occupation the defining skills include
Radio Frequency (RF) engineering, Radio
Frequency (RF) design, simulation, oscillo-
scopes,and Digital Signal Processing (DSP).
Distinguishing skills set a worker apart and
come with a salary or growth premium. For
this occupation, the distinguishing skills
are knowledge of Mapinfo, Code Division
Multiple Access (CDMA), Spectrum Analyz-
er,signal generators,and radio frequencies.

Certifications

The network / systems support specialist
occupationrequestsinadditionto security
clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco




Network /Systems .
Support } RF Engineer

L J
Specialist
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
MATLAB 19%  Radio Frequency (RF) 40% Maplnfo 7%
o o (]
Test Equipment 18% iR Code Division Multiple 7%
. (]
Systems Engineering 16% gad.lo Frequency (RF) 23% Access (CDMA)
esign
Physics 14% . . Spectrum Analyzer 7%
Budgeting 13% LSigtion ° | Signal Generators 6%
1 0,
Oscilloscopes e Radio Frequencies 6%

Digital Signal Processing

o0
(DSP) 10%

Career certification from Cisco Systems.

) ) Certifications
The RF engineer occupation common-
ly requests the following certifications. The source occupation commonly
Security clearance, Driver’s license, and requests the following certifica-
among others, a certification from an tions:
American Board for Engineering and . Security Clearance

Technology (ABET) accredited program. . Driver’s License

. Cisco Certified Network Asso-
ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:
Security Clearance
Driver’s License
American Board for Engineer-
ing and Technology (ABET)
Accredited
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Network /Systems

Support
Specialist }

Starting Occupation

Advancement Occupation

Computer systems engineers or archi-
tects design and develop solutions to com-
plex applications problems, system ad-
ministration issues, or network concerns.
They perform systems management and
integration functions. These individuals
develop software engineering, system in-
tegration, or distributed system architec-
tures. They also collaborate with software
developers to select appropriate design
solutions and to ensure the compatibili-
ty of system components. These individ-
uals are comfortable with paying atten-
tion to detail, using analytical skills and
working in an atmosphere of innovation.

Growth

The similarity score between computer
systems engineers or architects and the
starting occupation is 0.38 and the average
salary differential is $42,427. While the pro-
jected 5-year employment growth for net-
work orsystems support specialistis 0.96%,
computer systems engineer or architect’s
projected 5-year growth is higherat 2.75%.
Average salary for the computer sys-
tems engineer or architect occupation is
$60,813 for individuals with up to 2 years
of experience; $83,001 for those with 3 to
5 years, and $99,718 for individuals with
6 or more years. There were 3,259 post-
ings for the advancement occupation.

Computer Systems
Engineer/
Architect

Advancement Occupation

0.38

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

!
$42,427

Average Salary
Differential

i
0.96%

Projected 5-Year Growth

Projected employment growth for

the Starting Occupation

2.75%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems

Support
Specialist }

Starting Occupation

$60,813

Average Salary:Advancement

Occupation with 0- 2 years experience

i
$83,001

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$99,718

Average Salary:Advancement

Occupation with 6+ years experience

!
279

Starting Occupation Postings

3,259

Advancement Occupation Postings

Computer Systems
Engineer/
Architect

Advancement Occupation

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to computer systems engineer or archi-
tect. The skill taxonomy used in this analy-
sis classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for computer
systems engineer or architect are knowl-
edge of Python, software development,
SQL, project management, and software
engineering. Defining skills represent the
day-to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of Systems engineering,
Linux, Java, DevOps, and System Architec-
ture.Distinguishing skills set aworker apart
and come with a salary or growth premi-
um. For this occupation, the distinguishing
skills are knowledge of UNIX,Windows serv-
er, Continuous Integration (CI), firmware,
and hardware and software configuration.

Certifications

The network / systems support specialist
occupationrequestsinadditionto security
clearance and a driver’s license, the follow-




Network /Systems Computer Systems
Support } Engineer /

[ L
Specialist Architect
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Python 19%  Systems Engineering 46%  UNIX 8%
Software Development 17%  Linux 20% | Windows Server 6%
sQL 14%  Java 17%  Continuous Integration 5%
(]
Project Management 11% = DevOps 12% (cn
Software Engineering 11%  System Architecture 12% AR .

Hardware and Software

0,
Configuration e

ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco

oY : Certifications
Career certification from Cisco Systems.

The source occupation commonly
requests the following certifica-
tions:

The computer systems engineer or archi-
tect occupation commonly requests se-
curity clearance and among others, the :

following top certifications: CompTIA Se- [S)?::\;grl:csyl_(i:(!g?ll;znce

curity+, a globally trusted, vendor-neutral . Cisco Certified Network Asso-
certification that validates the baseline ciate (CCNA)

skills necessary to perform core security
functions and pursue an IT security career;
and Certified Information Systems Secu-
rity Professional (CISSP), a certification
designed to validate information securi-
ty work experience and a working knowl-
edge of security principles and practices.
CISSP is utilized to demonstrate that
a security professional is able to de-
sign, engineer, implement, and run
an information  security  program.

The Advancement occupation
commonly requests the following
certifications:

Security clearance

CompTIA Security+

Certified Information Systems

Security Professional (CISSP)
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Software Developer/

Network /Systems )
Engineer

Support
Spggialist }

Starting Occupation Advancement Occupation

Advancement Occupation

Software developers/ engineers design,
and build computer programs. They iden-
tify user needs, develop the programs, test
out new software,and make improvements.
Some develop new applications for mobile
or desktop use, while others build under-
lying systems software such as operating
systems. They design each piece of an ap-
plication or system and plan how the piec-
es will work together. Software developers
/ engineers create a variety of models and
diagrams showing programmers the soft-
ware code needed for an application. Work-
ing closely with computer programmers,
software developers fill crucial roles not
only in the computer systems industry, but
also in manufacturing, finance, health ser-
vices and software publishing industries.
These individuals are comfortable with the
uncertainties surrounding innovation and
creativity. They have an ability to focus and
concentrate for prolonged time periods
addressing numerous and interlocking
pieces. Finally, software developers / en-
gineers are problem solvers, as they are
responsible for solving the problems that
occur during the development process.

Growth

The similarity score between software de-
veloper or engineer and the starting occu-

0.35

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

i
$37,957

Average Salary
Differential

i
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

5.84%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems

Support
Spgcialist }

Starting Occupation

$68,768

Average Salary:Advancement

Occupation with 0- 2 years experience

i
$84,801

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,508

Average Salary:Advancement
Occupation with 6+ years experience

!
279

Starting Occupation Postings

i
16,139

Advancement Occupation Postings

Software Developer/
Engineer

Advancement Occupation

pationis 0.35 and the average salary differ-
ential is $37,957. While the projected 5-year
employment growth for network or sys-
tems support specialist is 0.96%, software
developer or engineer’s projected 5-year
growth is considerably higher at 5.84%.
Average salary for the software devel-
oper or engineer occupation is $68,768
for individuals with up to 2 years of ex-
perience; $84,801 for those with 3 to 5
years, and $98,508 for individuals with 6
or more years. There were 16,139 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to software developer or engineer. The
skill taxonomy used in this analysis classi-
fies skills for a given occupation as neces-
sary, defining or distinguishing. Necessary
skills are specialized skills required for this
job and relevant across other similar jobs.
The necessary skills for software developer
orengineer are knowledge of Microsoft C#,
Linux, .NET, Oracle, and C++. Defining skills
represent the day-to-day tasks and respon-
sibilities of the job. For this occupation the
defining skills include knowledge of Java,
software engineering, software develop-
ment, SQL, and JavaScript. Distinguishing
skills set a worker apart and come with a




Network /Systems
Support
Specialist

Starting Occupation

Necessary Skills Defining Skills

Skill Recall

Percentage in

Advancement

Occupation
Microsoft C# 16%  Java
Linux 15% = Software Engineering
.NET 13% = Software Development
Oracle 12% | SQL
C++ 12%  JavaScript

salary or growth premium. For this occupa-
tion, the distinguishingskills are knowledge
ofJavaScript Object Notation (JSON),jQue-

ry, React Javascript, Spring Boot, and Ruby.
Certifications

The network / systems support specialist
occupationrequestsinadditionto security
clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The software developer/ engineer occu-
pation commonly requests security clear-
ance, and among others, the following
certifications: IT Infrastructure Library
(ITIL) Certification. Entry-level certifica-
tion for IT service management. The sec-
ond certification is CompTIA Security+,
a globally trusted, vendor-neutral certi-
fication that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.

Software Developer/

Engineer
Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in

Advancement
Occupation

40%  JavaScript Object
34% Notation (JSON)

339 JQuery

32% React Javascript

26% Spring Boot

Ruby

Certifications

tions:
Security Clearance
Driver’s License

ciate (CCNA)
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Skill Recall
Percentage in

Advancement

Occupation

The source occupation commonly
requests the following certifica-

Cisco Certified Network Asso-

The Advancement occupation

commonly requests the following

certifications:
Security Clearance
IT Infrastructure Library (ITIL)
Certification
CompTIA Security+

7%

6%
6%
6%
5%



Network /Systems
Support >
Specialist

Starting Occupation

Computer Programmer

Advancement Occupation

Advancement Occupation

Computer programmers write and test
code that allows computer applications
and software programs to function proper-
ly. They turn the program designs created
by analysts, software developers and en-
gineers into instructions that a computer
can follow. Computer programmers also
design a graphical user interface (GUI)
for an application so that non-technical
users can use the software through easy,
point-and-click menu options. These in-
dividuals tend to be investigative, which
means they’re intellectual, introspec-
tive, and inquisitive. They are curious, me-
thodical, rational, analytical, and logical.

Growth

The similarity score between comput-
er programmer and the starting occu-
pation is 0.336 and the average salary
differential is $15,667. While the project-
ed 5-year employment growth for net-
work or systems support specialist is
0.96%, computer programmer’s pro-
jected 5-year growth is lower at -3.93%.
Average salary for the computer program-
mer occupation is $46,889 for individuals
with up to 2 years of experience;$57,102 for
those with 3to 5years,and $71,592 for indi-
viduals with 6 or more years.There were 892
postings for the advancement occupation.

0.336

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

!
$15,677

Average Salary
Differential

]
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

-3.93%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems

Support }

Specialist

Starting Occupation

$46,889

Average Salary:Advancement

Occupation with 0- 2 years experience

!
$57,102

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$71,592

Average Salary:Advancement

Occupation with 6+ years experience

!
279

Starting Occupation Postings

i
892

Advancement Occupation Postings

Computer Programmer

Advancement Occupation

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to computer programmer. The skill tax-
onomy used in this analysis classifies skills
for a given occupation as necessary, defin-
ing or distinguishing. Necessary skills are
specialized skills required for this job and
relevant across other similar jobs. The nec-
essary skills for computer programmer are
knowledge of software development, Mi-
crosoft C#, project management, Oracle,
and customer service.Defining skills repre-
sent the day-to-day tasks and responsibili-
ties of the job. For this occupation the de-
fining skills include knowledge of SQL, Java,
JavaScript, NET,and Python.Distinguishing
skills set a worker apart and come with a
salary or growth premium. For this occupa-
tion,the distinguishingskills are knowledge
of SQL Server, Extensible Markup Language
(XML), unit testing, debugging, and C++.

Certifications

The network / systems support specialist
occupationrequestsinadditionto security
clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.




Network /Systems

Support
Specialist

Starting Occupation

Necessary Skills

Skill Recall
Percentage in

Advancement
Occupation

Software Development
Microsoft C#

Project Management
Oracle

Customer Service

16%
11%
11%
11%

8%

Defining Skills

saL

Java
JavaScript
.NET
Python

The computer programmer occupation

commonly requests

security clearance,

driver’s license and the following certifi-
cation: Project Management Profession-
al (PMP) certification. This certification
validates the individual’s competence to
perform in the role of a project manager,
leading and directing projects and teams.

Page 23

Computer Programmer
Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in

Skill Recall
Percentage in
Advancement
Occupation

8%

Advancement
Occupation

25%
23%
14%
10%

9%

SQL Server

Extensible Markup

7%
Language (XML)
6%
6%

6%

Unit Testing
Debugging

C++

Certifications

The source occupation commonly

requests the following certifica-

tions:

- Security Clearance

- Driver’s License

- Cisco Certified Network Asso-
ciate (CCNA)

The Advancement occupation

commonly requests the following

certifications:

- Security Clearance

- Driver’s License

- Project Management Profes-
sional (PMP)




Network /Systems

Support
Specialist }

Starting Occupation

Advancement Occupation

Electronics engineers design, develop,
test, and supervise the manufacture of
electronic equipment such as broadcast
and communications systems. Many elec-
tronics engineers also work in areas close-
ly related to computers. However, engi-
neers whose work is related exclusively
to computer hardware are considered
computer hardware engineers. Electron-
ics engineers specialize in areas such as
communications, signal processing, and
control systems or have a specialty within
one of these areas. Basically, an electron-
ics engineer is an engineer with expertise
in circuits and devices and the systems and
equipment that use them.These individuals
are typically thinkers and builders who like
working with ideas and prefer a job that de-
mands lots of thinking. They enjoy search-
ing for knowledge, implementing practi-
cal solutions and working with machinery:.

Growth

The similarity score between electron-
ics engineer and the starting occupa-
tion is 0.326 and the average salary dif-
ferential is $20,852. While the projected
5-year employment growth for network
or systems support specialist is 0.96%,
electronics engineer’s projected 5-year
growth is somewhat similar at 0.47%.
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Electronics Engineer

Advancement Occupation

0.326

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

]
$20,852

Average Salary
Differential

]
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

0.47%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems
Support >
Specialist

Starting Occupation

$56,802

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$70,292

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$90,012

Average Salary:Advancement
Occupation with 6+ years experience

!
279

Starting Occupation Postings

284

Advancement Occupation Postings

Electronics Engineer

Advancement Occupation

Average salary for the electronics engineer
occupation is $56,802 for individuals with
up to 2 years of experience; $70,292 for
those with 3to 5years,and $90,012 for indi-
viduals with 6 or more years.There were 284
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to electronics engineer. The skill taxon-
omy used in this analysis classifies skills
for a given occupation as necessary, de-
fining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for electronics engineer
are knowledge of simulation, systems en-
gineering, physics, MATLAB, and electron-
ics industry knowledge. Defining skills
represent the day-to-day tasks and respon-
sibilities of the job. For this occupation the
defining skills include knowledge of elec-
tronic engineering, electronics design and
engineering, circuit design, VHSIC hard-
ware description language (VHDL), and dig-
ital signal processing. Distinguishing skills
set a worker apart and come with a salary
or growth premium. For this occupation,
the distinguishing skills are knowledge of
digital circuit design, electronic circuits,




Network /Systems . .
Support } Electronics Engineer

Specialist
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Simulation 19% = Electronic Engineering 16%  Digital Circuit Design 5%
Systems Engineering 14% = Electronics Design and 12% Electronic Circuits 5%
. . ()
Physics 13% il Mixed-Signal 5%
N . o
MATLAB 139, [JRCireuitDesien 12%  LabviEw 4%
Electronics Industry o VHSI; hz?\rdware Power Supplies 4%
sl 12% = description language 9%
(VHDL)

Digital Signal Processing

0,
(DSP) 9%

mixed-signal, LabVIEW, and power supplies.

. o . Certifications
Certifications

The source occupation commonly

requests the following certifica-

tions:

- Security Clearance

- Driver’s License

- Cisco Certified Network Asso-
ciate (CCNA)

T he network / systems support specialist
occupationrequestsinadditiontosecurity
clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The electronics engineer occupation com-
monlyrequeststhefollowingcertifications.
Security clearance, Driver’s license, and
among others, to have certification from
an American Board for Engineering and
Technology (ABET) accredited program.

The Advancement occupation
commonly requests the following
certifications:
Security Clearance
Driver’s License
American Board for Engineer-
ing and Technology (ABET)
Accredited
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Network /Systems Network / Systems
Support } Administrator

Specialist
Starting Occupation Advancement Occupation
Advancement Occupation O 71 1

Network or systems administrators are

responsible for the day-to-day operation Similarity Score

of computer networks. They organize, in- Measure of relaledness
stall, and support an organization’s com- between occupations on a
puter systems, including local area net- scaleof 0to 1

works (LANs), wide area networks (WANSs),

network segments, intranets, and other I

data communication systems. Central to
their role is the responsibility for main-

taining the a functioning network at all $1 6,01 7

times.Since organizations depend on their

networks for so much of their work, prob- Average Salary

lems must be corrected quickly . In addi- Differential

tion, these individuals make updates to all

equipment and software to maintain them

current. These individuals are comfortable I

collaborating with teams, acting as both a

team player and a leader, interacting effec- (o)

tively with multiple levels of the organiza- 0096 A)

tion, and communicating with colleagues. Projected 5-Year Growth
Projected employment growth for

Growth the Starting Occupation

The similarity score between network or

systems administrator and the starting I

occupation is 0.711 and the average salary

differential is $16,017. While the projected (0)

5-year employment growth for network or _0-60 A)

systems support specialist is 0.96%, net- Projected 5-Year Growth

work or systems administrator’s projected
5-yeargrowthisconsiderablylowerat-0.60%.
Average salary for the network or sys-

Projected employment growth for
the Advancement Occupation




Network /Systems

Support
Specialist }

Starting Occupation

$46,889

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$57,102

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$71,592

Average Salary:Advancement
Occupation with 6+ years experience

i
279

Starting Occupation Postings

i
1,704

Advancement Occupation Postings

Network / Systems
Administrator

Advancement Occupation

tems administrator occupation is $46,889
for individuals with up to 2 years of ex-
perience; $57,102 for those with 3 to 5
years, and $71,592 for individuals with
6 or more years. There were 1,704 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to network or systems administrator.
The skill taxonomy used in this analysis
classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for network
or systems administrator are knowledge
of technical support, Cisco, hardware and
software installation, SQL, and software
installation. Defining skills represent the
day-to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of system administra-
tion, Linux, Microsoft Active Directory, VM-
ware, and Windows Server. Distinguishing
skills set a worker apart and come with a
salary or growth premium. For this occu-
pation, the distinguishing skills are knowl-
edge of Network infrastructure (Edge POE
Devices), group policy, Virtual Private Net-
working (VPN), network security, and Light-




Network /Systems Network / Systems
Support D Administrafor
Specialist

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Technical Support 19% = System Administration 59% = Network Infrastructure
. 6%
Cisco 16%  Linux 329 |IEEEEIRORCEE=s
Hardware and Software Microsoft Active Greipenlicy e
. 16% . 26% . .
Installation Directory Virtual Private
. 6%
saL 14%  VMware 259 | ISR
1 (s)
Software Installation 13% = Windows Server 18% Network Security e

Lightweight Directory

60
Access Protocol (LDAP) %

weight Directory Access Protocol (LDAP).

.o . Certifications
Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

Driver’s License

Cisco Certified Network Asso-

ciate (CCNA)

The network / systems support specialist
occupationrequestsinadditionto security
clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The network/systems administrator occu-
pation commonly requests security clear-
ance, and among others, the following cer-
tifications: CompTIA Security+, a globally
trusted, vendor-neutral certification that
validates the baseline skills necessary to
perform core security functions and pur-
sue an IT security career. The second top
certification is Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The Advancement occupation
commonly requests the following
certifications:
- Security Clearance
CompTIA Security+
Cisco Certified Network Asso-
ciate (CCNA)
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Network /Systems

Support
Specialist }

Starting Occupation

Database Administrator

Advancement Occupation

Advancement Occupation

Database administrators set up databases
according to a company’s needs and make
sure they operate efficiently. They also
fine-tune, upgrade and test modifications
to the databases as needed. For example,
they create or organize systems to store
and secure a variety of data, such as finan-
cial information and customer shipping
records. Individuals in this occupation are
comfortable resolving complex issues, so
attentiontodetail isan essential traitin this
profession,asisapassionfor problem-solv-
ing. Communication skills are also import-
ant since database administrators often
work as part of a team with computer pro-
grammers and managers. Ongoing mainte-
nance of a database requires being on call.

Growth

The similarity score between database
administrator and the starting occupa-
tion is 0.434 and the average salary dif-
ferential is $21,397. While the projected
5-year employment growth for network
or systems support specialist is 0.96%,
the advancement occupation’s pro-
jected 5-year growth is lower at 0.17%.
Average salary for the advancement occu-
pation is $65,432 for individuals with up
to 2 years of experience; $78,590 for those
with 3 to 5 years, and $97,463 for individu-

0.434

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$21,397

Average Salary
Differential

i
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

0.17%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems
Support
Specialist

Starting Occupation

$65,432

Average Salary:Advancement

Occupation with 0- 2 years experience

i
$78,590

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$97,463

Average Salary:Advancement
Occupation with 6+ years experience

!
279

Starting Occupation Postings

i
1,297

Advancement Occupation Postings

Database Administrator

Advancement Occupation

als with 6 or more years. There were 1,297
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to database administrator. The skill tax-
onomy used in this analysis classifies skills
for a given occupation as necessary, defin-
ing or distinguishing. Necessary skills are
specialized skills required for this job and
relevant across other similar jobs. The nec-
essary skills for this occupation are knowl-
edge of database design, Linux, Python,
UNIX, and database management. Defining
skills represent the day-to-day tasks and
responsibilities of the job. For this occupa-
tion the defining skills include knowledge
of SQL, database administration, Oracle,
Teradata DBA, and SQL Server. Distinguish-
ing skills set a worker apart and come with
a salary or growth premium. For this occu-
pation, the distinguishing skills are knowl-
edge of Informatica, MySQL, database
tuning, database upgrade, and Relational
Database Management Systems (RDBMS).

Certifications

The network / systems support specialist
occupationrequestsinadditionto security




Network /Systems

Support Database Administrator

Specialist
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Database Design 14%  saL 50% Informatica 7%
Linux 14%  Database 349% MySQL 6%
0.0 o (]
Python 11% Administration Database Tuning 6%
0,
UNIX 11% Oracle 28% Database Upgrade 5%
Database Management 11% Vs e — Relational DataBase
SQL Server 21%  Management System 5%
(RDBMS)

clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The database administrator occupation
commonly requests security clearance,
driver’s license and among others, the fol-
lowing certification: CompTIA Security+,
a globally trusted, vendor-neutral certi-
fication that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
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Certifications

The source occupation commonly

requests the following certifica-

tions:

- Security Clearance

- Driver’sLicense

- Cisco Certified Network Asso-
ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

- Security Clearance

- Driver’sLicense

- CompTIA Security+




Network /Systems
Support >
Specialist

Starting Occupation

Advancement Occupation

Telecommunications engineeringspecial-
istsdesignorconfigurevoice,video,anddata
communications systems to keep users
connected.They supervise installation, and
post-installation service and maintenance.
They also implement controls to provide
security for operating systems, software,
and data. These individuals are comfort-
able with starting up and carrying out proj-
ects. They like leading people and making
many decisions. Sometimes they require
risk taking and often deal with business by
providing user support through diagnosing
network and device problems and imple-
menting technical or procedural solutions.

Growth

The similarity score between telecom-
munications engineering specialist and
the starting occupation is 0.673 and
the average salary differential is $8,908.
While the projected 5-year employment
growth for network or systems support
specialist is 0.96%, telecommunica-
tions engineering specialist’s projected
5-year growth is slightly higher at 2.00%.
Average salary for the telecommuni-
cations engineering specialist occupa-
tion is $46,889 for individuals with up to
2 years of experience; $57,102 for those
with 3 to 5 years, and $71,592 for individ-

Telecommunications
Engineering
Specialist

Advancement Occupation

0.673

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

]
$8,908

Average Salary
Differential

i
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

2.00%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems
Support >
Specialist

Starting Occupation

$46,889

Average Salary:Advancement

Occupation with 0- 2 years experience

!
$57,102

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$71,592

Average Salary:Advancement

Occupation with 6+ years experience

!
279

Starting Occupation Postings

i
203

Advancement Occupation Postings

Telecommunications
Engineering
Specialist

Advancement Occupation

uals with 6 or more years. There were 203
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to telecommunications engineering
specialist. The skill taxonomy used in this
analysis classifies skills for a given occupa-
tion as necessary, defining or distinguish-
ing. Necessary skills are specialized skills
requiredforthisjobandrelevantacrossoth-
er similar jobs.The necessary skills for tele-
communications engineering specialist
are knowledge of customer service, repair,
technical support, project management,
and scheduling. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defining
skills include knowledge of telecommuni-
cations, Cisco, Voice over IP (VoIP), unified
communications, and network engineer-
ing. Distinguishing skills set a worker apart
and come with asalary or growth premium.
Forthisoccupation,the distinguishingskills
are knowledge of network operations &
service management, system/network con-
figuration, Cisco switching, data commu-
nications, and local Area Networks (LANS).

Certifications

The network / systems support specialist
occupationrequestsinadditionto security




Network /Systems Telecommunications
Support } Engineering

[ [
Specialist Specialist
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Customer Service 15%  Telecommunications 59% = Network Operations & 8%
o (]
Repair 13%  Cisco 29% [ISSMVicEManagement
Technical Support 12%  Voice over IP (VolP) 24% Systgm/Nerork 7%
Configuration
Project Management 12% = Unified
. 15% = Cisco Switching 5%
Scheduling 11% Communications .
Data Communications 4%

Network Engineering 12%
Local Area Network

0,
e 4%

clearance and a driver’s license, the follow-
ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

Certifications

The source occupation common-
ly requests the following certifi-

The telecommunications engineering spe- cations:

cialist occupation commonly requests Security Clearance

security clearance, and among others, Driver’syLicense

the following certifications: Cisco Certi- . Cisco Certified Network Asso-
fied Network Associate (CCNA), an asso- ciate (CCNA)

ciate-level Cisco Career certification. The
second top certification is Cisco Certi-
fied Network Professional (CCNP), a cer-
tification for individuals in the IT indus- certifications:

try who have achieved the professional . Security Clearance

level of Cisco Career Certification. Both . Cisco C);,rtiﬁed Network Asso-
certifications are from Cisco Systems. ciate (CCNA)

Cisco Certified Network Pro-
fessional (CCNP)

The Advancement occupation
commonly requests the following
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Support
Specialist

Starting Occupation

Advancement Occupation

Cyber/ Information security engineers/
analysts specialize in network and IT in-
frastructure security. They understand cy-
berattacks, malware, and the behavior of
cybercriminals, and actively seeks to an-
ticipate and prevent these attacks. Their
primary role is to understand company
IT infrastructure in detail, monitor it at all
times, and evaluate threats that could po-
tentially breach the network, and the ac-
cess to information assets. They continu-
ously look for ways to enhance company
information systems and network secu-
rity and protect its sensitive information.
These individuals are comfortable stay-
ing up-to-date with the changing technol-
ogy world, and are very detailed oriented.

Growth

The similarity score between cyber/ In-
formation security engineer/ analyst
and the starting occupation is 0.414 and
the average salary differential is $30,557.
While the projected 5-year employment
growth for network or systems support
specialist is 0.96%, cyber/ Information se-
curity engineer/ analyst’s projected 5-year
growth is considerably higher at 8.77%.
Average salary for the cyber/ Information
security engineer/ analyst occupation is
$58,383 for individuals with up to 2 years

Cyber /Information
Security Engineer/
Analyst

Advancement Occupation

0414

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

!
$30,557

Average Salary
Differential

]
0.96%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

8.77%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Network /Systems
Support
Specialist

Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$79,154

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

!
279

Starting Occupation Postings

3,137

Advancement Occupation Postings

Cyber /Information
Security Engineer/
Analyst

Advancement Occupation

of experience; $79,154 for those with 3 to
5 years, and $95,250 for individuals with
6 or more years. There were 3,137 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to cyber/Information security engineer/
analyst. The skill taxonomy used in this
analysis classifies skills for a given occupa-
tion as necessary, defining or distinguish-
ing. Necessary skills are specialized skills
required for this job and relevant across
other similar jobs. The necessary skills for
cyber/ Information security engineer/ ana-
lyst are knowledge of Linux, Python, cryp-
tography, project management, and cus-
tomer service. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defining
skills include knowledge of information
security, information systems, network
security, NIST Cybersecurity Framework,
and information assurance. Distinguish-
ing skills set a worker apart and come
with a salary or growth premium. For this
occupation, the distinguishing skills are
knowledge of vulnerability analysis, Nes-
sus, threat intelligence and analysis, threat
modeling, and cybersecurity assessment.




Network /Systems Cyber/Information
Support } Securlty Engineer/

Specialist Analyst
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Linux 19%  Information Security 49%  Vulnerability analysis 5%
Python 14%  Information Systems 27% = Nessus 5%
Cryptography 13%  Network Security 18%  Threat Intelligence and 5%
o (]
Project Management 12% = NIST Cybersecurity Analysis
Framework 12% Threat Modeling 5%
Customer Service 11%
Information Assurance 12%  Cybersecurity
4%
Assessment

Certifications Certifications
The network / systems support specialist
occupationrequestsinaddition to security The source occupation commonly
clearance and a driver’s license, the follow- requests the following certifica-
ing certification: Cisco Certified Network tions:
Associate (CCNA), an associate-level Cisco - Security Clearance
Career certification from Cisco Systems. - Driver’s License

Cisco Certified Network Asso-
The Cyber / information security engi- ciate (CCNA)
neer / analyst occupation commonly re-
quests security clearance, and among The Advancement occupation
others,  the following certifications: commonly requests the following
Certified Information Systems Securi- certifications:
ty Professional (CISSP), a certification - Security Clearance
designed to validate information securi- - Certified Information Systems
ty work experience and a working knowl- Security Professional (CISSP)
edge of security principles and practices. - SANS/GIAC Certification
CISSP is utilized to demonstrate that a se-
curity professional is able to design, engi-
neer, implement, and run an information

security program.The second top certifica-
tion is GIAC certifications by the SANS In-
stitute. GIAC provides a set of vendor-neu-
tral computer security certifications.
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Network /Systems Network Engineer /
Support } Architect

Specialist

Starting Occupation Advancement Occupation
Advancement Occupation O 667
Network engineers / architects take Similarity Score
care of communication networks, such

as local area networks (LANs), wide area Measure of relatedness

networks (WANs), and intranets. They between occupations on a
design and implement network config- scale of 0to 1

urations, troubleshoot performance is-

sues, carry out network monitoring and I

configure security systems such as fire-
walls. Among the major skills that these

individuals should possess include ana- $38,748

lytical, problem-solving and communica-

tion skills. They should be team-building, Average Salary
detail-oriented leaders with extensive Differential
knowledge of various types of computer

operating, security and wireless systems. I

Growth 0.96%

Projected 5-Year Growth

The similarity score between network

engineer / architect and the starting oc- Projected employment growth for
cupation is 0.667 and the average sala- the Starting Occupation

ry differential is $38,748. While the pro-

jected 5-year employment growth for

network or systems support specialist is I

0.96%, network engineer / architect’s pro-

jected 5-year growth is higher at 2.86%. (o)

Average salary for the network engi- 2-86A)

neer / architect occupation is $58,383 Projected 5-Year Growth

for individuals with up to 2 years of ex-
perience; $79,154 for those with 3 to
5 vyears, and $95,250 for individuals
with 6 or more years. There were 2,525

Projected employment growth for
the Advancement Occupation




Network /Systems
Support
Specialist

Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$79,154

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

!
279

Starting Occupation Postings

]
2,525

Advancement Occupation Postings

&
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Network Engineer /
Architect

Advancement Occupation

postings for the advancement occupation.

Skills

T he skills in the following table represent
the additional skills likely needed to move
from network or systems support special-
ist to network engineer/architect. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for network engineer / ar-
chitect are knowledge of Python, routers,
project management, Java, and software
development. Defining skills represent the
day-to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of network engineering,
Cisco, Linux, Wide Area Network (WAN), and
VMware. Distinguishing skills set a work-
er apart and come with a salary or growth
premium. For this occupation, the distin-
guishing skills are knowledge of Microsoft
Active Directory, Voice over IP (VoIP), net-
work testing, network hardware, and Citrix.

Certifications

The network / systems support specialist
occupationrequestsinadditiontosecurity
clearance and a driver’s license, the follow-




Network /Systems
Support
Specialist

Starting Occupation

>

Necessary Skills Defining Skills

Skill Recall
Percentage in

Advancement
Occupation

Python 17%  Network Engineering
Routers 14% | Cisco
Project Management 13% = Linux
Java 12% | Wide Area Network
Software Development 12% (WAN)

VMware

ing certification: Cisco Certified Network
Associate (CCNA), an associate-level Cisco
Career certification from Cisco Systems.

The network engineer / architect occupa-
tioncommonlyrequestssecurityclearance
and, among others, the following certifica-
tions: Cisco Certified Network Associate
(CCNA), an associate-level Cisco Career
certification. The second top certification
is Cisco Certified Network Professional
(CCNP),acertificationforindividualsinthe
IT industry who have achieved the profes-
sional level of Cisco Career Certification.
Bothcertificationsare from CiscoSystems.

Network Engineer /

Architect

Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in
Advancement
Occupation
28%  Microsoft Active
Directory

24%

16% Voice over IP (VolP)

Network Testing
0,
e Network Hardware

11%  Citrix

Certifications

Skill Recall
Percentage

in

Advancement

Occupation

The source occupation commonly
requests the following certifica-

tions:
Security Clearance
Driver’s License

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following

certifications:
- Security Clearance

Cisco Certified Network Asso-

ciate (CCNA)

Cisco Certified Network Pro-

fessional (CCNP)
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5%
4%
4%
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Occupation Profile: Networking and Systems
Occupation: Network / Systems Administrator

Occupation

Network or systems administrators are
responsible for the day-to-day operation
of computer networks. They organize, in-
stall, and support an organization’s com-
puter systems, including local area net-
works (LANs), wide area networks (WANS),
network segments, intranets, and other
data communication systems. Central to
their role is the responsibility for main-
taining the a functioning network at all
times.Since organizations depend on their
networks for so much of their work, prob-
lems must be corrected quickly . In addi-
tion, these individuals make updates to all
equipment and software to maintain them
current. These individuals are comfortable
collaborating with teams, acting as both a
team player and a leader, interacting effec-
tively with multiple levels of the organiza-
tion, and communicating with colleagues.

Growth

Network or systems administrator jobs
are projected to have a -0.60% growth in
employment. The entry level salary for
this occupation is $67,090 with a require-
ment of less than 2 years of experience.
The mid career salary, that is jobs requiring
3 to 5 years of experience is $78,799. The
advanced career salary which requests
six or more years of experience is $89,735.

4

-0.60%

Projected Growth

Estimated five-year
growth in employment

$67,090

Entry Level Salary

Salary for jobs requiring less
than 2 years of experience

$78,799

Mid Career Salary

Salary for jobs requesting 3 o 5
years of experience

$89,735

Advanced Career Salary

Salary for jobs requesting 6+ years
of'experience
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Occupation Profile: Networking and Systems
Occupation: Network / Systems Administrator

Skills

The skills shown in the table below rep-
resent the additional skills likely needed
to move from the starting occupation to
the advancement occupation. Necessary
skills are specialized skills required for
this job and relevant across other simi-
lar jobs. The necessary skills for network
or systems administrator include knowl-
edge of technical support, hardware and
software installation, Cisco, information
systems, hardware and software configu-
ration, and software installation. Defining
skills represent the day-to-day tasks and
responsibilities of the job. They assume
an increase level of communication and
direct user support. For this occupation
the defining skills include knowledge of
system administration, Linux, Microsoft
Active Directory, VMware, and network
administration. Distinguishing skills set a
worker apart and come with a salary premi-
um. In this occupation, the distinguishing
skills are knowledge of Network Infrastruc-
ture (Edge POE Devices), group policy,
Network security, Virtual Private Network-
ing (VPN), Lightweight Directory Access
Protocol (LDAP), and performance tuning.

Necessary Skills Defining Skills

Certifications

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-
ciate (CCNA)

Certifications

This occupation commonly requests
in addition to security clearance, the
following certification: CompTIA Se-
curity+, a globally trusted, vendor-neu-
tral certification that validates the
baseline skills necessary to perform
core security functions and pursue
an IT security career. The second
certification is Cisco Certified Net-
work Associate (CCNA), an associ-
ate-level Cisco Career certification.

Distinguishing Skills

Percent of Percent of
Postings Postings
Requesting Requesting

Percent of

Postings

Requesting

Skill
Technical Support 21% = System Administration
Hardware and Software Lin
Insta:ll\;tion " 0 -

Microsoft Active

Cisco 18% Directory
Information Systems 17% VMware

Hardware and Software Windows Server

0,
Configuration T8

Software Installation 15%

Network Administration

skill skill

62%  Network Infrastructure

33% (Edge POE Devices) e
Group policy 7%
A Network Security 7%
26%  Virtual Private

19% Networking (VPN)

18%

6%

Lightweight Directory

0,
Access Protocol (LDAP) 6%

Performance tuning 5%
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Potential Career Paths for
Network / Systems Ad-
ministrator

For the starting occupation of network or
systems administrator, we identify possi-
ble next step occupations. These occupa-
tions come with an increase in compen-
sation and require additional skills and
in some cases certifications. These skills
may be learned on the job at the initial po-
sition held or can be learned in advance.

In the pages that follow, we provide for each
Advancement Occupation, skill gaps, certifi-

cations, salary and workforce information.
With this information, students, educa-
tors, and policymakers can see the paths
a worker could take from the Starting Oc-
cupation to the Advancement Occupation.

Computer
Systems
Engineer /
Architect

Network
Engineer /

Architect

L
@

IT Project
Manager

Data
Engineer

Software

Developer /
Engineer

Cyber /
Information
Security
Engineer /
Analyst

Network /
Systems
Administrator

Starting
Occupation

Database
Administrator

Developer




Advancement
Occupation

+ Skill and ' .
Experience Detai Ied

Career Pathways:

Starting
Occupation

Network /Systems
Administrator

Al ]

m
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Network /
Systems }
Administrator

Starting Occupation

Advancement Occupation

Computer Systems Engineers or Archi-
tects design and develop solutions to com-
plex applications problems, system ad-
ministration issues, or network concerns.
They perform systems management and
integration functions. These individuals
develop software engineering, system in-
tegration, or distributed system architec-
tures. They also collaborate with software
developers to select appropriate design
solutions and to ensure the compatibili-
ty of system components. These individ-
uals are comfortable with paying atten-
tion to detail, using analytical skills and
working in an atmosphere of innovation..

Growth

The similarity score between comput-
er systems engineer or architect and
the starting occupation is 0.591 and the
average salary differential is $26,410.
While the projected 5-year employment
growth for network or systems admin-
istrator is -0.60%, computer systems en-
gineer or architect’s projected 5-year
growth is considerably higher at 2.75%.
Average salary for the computer sys-
tems engineer or architect occupation is
$60,813 for individuals with up to 2 years
of experience; $83,001 for those with 3 to

Computer Systems
Engineer/
Architect

Advancement Occupation

0.591

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$26,410

Average Salary
Differential

]
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

!
2.75%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Systems }
Administrator

Starting Occupation

$60,813

Average Salary:Advancement

Occupation with 0- 2 years experience

i
$83,001

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$99,718

Average Salary:Advancement

Occupation with 6+ years experience

]
1,704

Starting Occupation Postings

i
3,259

Advancement Occupation Postings

Computer Systems
Engineer/
Architect

Advancement Occupation

5 years, and $99,718 for individuals with
6 or more years. There were 3,259 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
computer systems engineer or architect.
The skill taxonomy used in this analysis
classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for computer
systems engineer or architect are knowl-
edge of Python, software development,
SQL, project management, and software
engineering. Defining skills represent the
day-to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of systems engineering,
Linux, Java, DevOps, and System Architec-
ture.Distinguishing skills set aworker apart
and come with a salary or growth premi-
um. For this occupation, the distinguishing
skills are knowledge of UNIX,Windows serv-
er, Continuous Integration (CI), firmware,
and hardware and software configuration.
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Administrator

Starting Occupation

Necessary Skills Defining Skills

Skill Recall
Percentage in
Advancement
Occupation
Python 19%  Systems Engineering
Software Development 17% | Linux
saL 14%  Java
Project Management 11% = DevOps
Software Engineering 11%  System Architecture
Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The computer systems engineer or archi-
tect occupation commonly requests se-
curity clearance, and among others, the
following top certifications: CompTIA Se-
curity+, a globally trusted, vendor-neutral
certification that validates the baseline
skills necessary to perform core security
functions and pursue an IT security career;
and Certified Information Systems Secu-
rity Professional (CISSP), a certification
designed to validate information securi-
ty work experience and a working knowl-
edge of security principles and practices.
CISSP is utilized to demonstrate that
a security professional is able to de-

Computer Systems
Engineer/
Architect

Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall
Percentage in Percentage in
Advancement Advancement
Occupation Occupation
46%  UNIX 8%
20% = Windows Server 6%
17% = Continuous Integration
b o inuou grati 59
12%
Firmware 4%

12%
Hardware and Software

0,
Configuration G0

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

CompTIA Security+

Certified Information Systems

Security Professional (CISSP)

sign, engineer, implement, and run
an information security program.
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Administrator

Starting Occupation

Advancement Occupation

Software developers/ engineers design,
and build computer programs. They iden-
tify user needs, develop the programs, test
out new software,and make improvements.
Some develop new applications for mobile
or desktop use, while others build under-
lying systems software such as operating
systems. They design each piece of an ap-
plication or system and plan how the piec-
es will work together. Software developers
/ engineers create a variety of models and
diagrams showing programmers the soft-
ware code needed for an application. Work-
ing closely with computer programmers,
software developers fill crucial roles not
only in the computer systems industry, but
also in manufacturing, finance, health ser-
vices and software publishing industries.
These individuals are comfortable with the
uncertainties surrounding innovation and
creativity. They have an ability to focus and
concentrate for prolonged time periods
addressing numerous and interlocking
pieces. Finally, software developers / en-
gineers are problem solvers, as they are
responsible for solving the problems that
occur during the development process.

Growth

The similarity score between software
developer or engineer and the starting oc-
cupation is 0.567 and the average salary

Software Developer/
Engineer

Advancement Occupation

0.567

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

]
$21,939

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
5.84%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Network /
Systems
Administrator

Starting Occupation

$68,768

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$84,801

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,508

Average Salary:Advancement
Occupation with 6+ years experience

!
1,704

Starting Occupation Postings

]
16,139

Advancement Occupation Postings

Software Developer/
Engineer

Advancement Occupation

differential is $21,939. While the projected
5-year employment growth for network or
systems administrator is -0.60%, software
developer or engineer’s projected 5-year
growth is considerably higher at 5.84%.
Average salary for the software devel-
oper or engineer occupation is $68,768
for individuals with up to 2 years of ex-
perience; $84,801 for those with 3 to 5
years, and $98,508 for individuals with 6
or more years. There were 16,139 post-
ings for the advancement occupation.

Skills

T he skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
software developer or engineer. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for software developer or
engineer are knowledge of Microsoft C#,
Linux, .NET, Oracle, and C++. Defining skills
represent the day-to-day tasks and respon-
sibilities of the job. For this occupation the
defining skills include knowledge of Java,
software engineering, software develop-
ment, SQL, and JavaScript. Distinguishing
skills set a worker apart and come with a
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Starting Occupation

Necessary Skills Defining Skills

Software Developer/
Engineer

Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in

Skill Recall
Percentage in
Advancement
Occupation

Advancement
Occupation

Skill Recall

Percentage in

Advancement

Occupation
Microsoft C# 16%  Java
Linux 15% = Software Engineering
.NET 13% = Software Development
Oracle 12% = sQL
C++ 12%  JavaScript

salary or growth premium. For this occupa-
tion,the distinguishingskills are knowledge
ofJavaScript Object Notation (JSON), jQue-
ry, React Javascript, Spring Boot, and Ruby.

Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The software developer/ engineer occu-
pation commonly requests security clear-
ance, and among others, the following
certifications: IT Infrastructure Library
(ITIL) Certification. Entry-level certifica-
tion for IT service management. The sec-
ond certification is CompTIA Security+,
a globally trusted, vendor-neutral certi-
fication that validates the baseline skills

40%  JavaScript Object

0,
349,  Notation (JSON) 7%

339, JQuery 6%
329% React Javascript 6%
26% Spring Boot 6%

Ruby 59%

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

IT Infrastructure Library (ITIL)

Certification

CompTIA Security+

necessary to perform core security func-
tions and pursue an IT security career.
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Administrator

Starting Occupation

Advancement Occupation

Cyber/ Information security engineers/
analysts specialize in network and IT in-
frastructure security. They understand cy-
berattacks, malware, and the behavior of
cybercriminals, and actively seeks to an-
ticipate and prevent these attacks. Their
primary role is to understand company
IT infrastructure in detail, monitor it at all
times, and evaluate threats that could po-
tentially breach the network, and the ac-
cess to information assets. They continu-
ously look for ways to enhance company
information systems and network secu-
rity and protect its sensitive information.
These individuals are comfortable stay-
ing up-to-date with the changing technol-
ogy world, and are very detailed oriented.

Growth

The similarity score between cyber/ In-
formation security engineer/ analyst
and the starting occupation is 0.535 and
the average salary differential is $14,540.
While the projected 5-year employment
growth for network or systems adminis-
trator is -0.60%, cyber/ Information secu-
rity engineer/ analyst’s projected 5-year
growth is considerably higher at 8.77%.
Average salary for the cyber/ Information
security engineer/ analyst occupation is
$58,383 for individuals with up to 2 years

Cyber/Information
Security Engineer/
Analyst

Advancement Occupation

0.535

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

[
$14,540

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
8.77%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$79,154

Average Salary:Advancement

Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

[
1,704

Starting Occupation Postings

[
3,137

Advancement Occupation Postings

Cyber/Information
Security Engineer/
Analyst

Advancement Occupation

of experience; $79,154 for those with 3 to
5 years, and $95,250 for individuals with
6 or more years. There were 3,137 post-
ings for the advancement occupation.

Skills

T he skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
cyber/ Information security engineer/ ana-
lyst. The skill taxonomy used in this analy-
sis classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for cyber/ In-
formation security engineer/ analyst are
knowledge of Linux, Python, cryptography,
project management, and customer ser-
vice. Defining skills represent the day-to-
day tasks and responsibilities of the job.For
this occupation the defining skills include
knowledge of information security, infor-
mation systems, network security, NIST Cy-
bersecurity Framework, and information
assurance. Distinguishingskills setaworker
apart and come with a salary or growth pre-
mium. For this occupation, the distinguish-
ing skills are vulnerability analysis, Nessus,
threat intelligence and analysis, threat
modeling, and cybersecurity assessment.
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Administrator
Starting Occupation

Defining Skills

Necessary Skills

Cyber /Information
Security Engineer/
Analyst

Advancement Occupation

Distinguishing Skills

Skill Recall

Percentage in

Advancement

Occupation
Linux 19%  Information Security
Python 14% = Information Systems
Cryptography 13% = Network Security
Project Management 12% = NIST Cybersecurity
Customer Service 11% Framework

Information Assurance

Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The Cyber / information security engi-
neer / analyst occupation commonly re-
quests security clearance, and among
others, the following certifications:
Certified Information Systems Security
Professional (CISSP), a certification de-
sighed to validate information security
work experience and a working knowl-
edge of security principles and practices.
CISSP is utilized to demonstrate that a se-
curity professional is able to design, engi-
neer, implement, and run an information
security program. The second top certifi-
cationis GIACcertificationsbythe SANSIn-

Skill Recall Skill Recall
Percentage in Percentage in
Advancement Advancement
Occupation Occupation

49%  Vulnerability analysis 5%

27% = Nessus 5%

18% = Threat Intelligence and

. 5%
Analysis
0,
L) Threat Modeling 5%

12%  Cybersecurity

0,
Assessment e

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:
Security Clearance
Certified Information Systems
Security Professional (CISSP)
SANS/GIAC Certification

stitute. GIAC provides a set of vendor-neu-
tral computer security certifications.

Page 55



Network /
Systems }
Administrator

Starting Occupation

Advancement Occupation

Database architects design strategies
for company-wide large databases, data
warehouse systems, and multidimension-
al networks. They set standards for da-
tabase operations, programming, query
processes, and security. Database archi-
tects model, design, and construct large
relational databases or data warehous-
es. Create and optimize data models for
warehouse infrastructure and workflow.
They also integrate new systems with ex-
isting warehouse structure and refine sys-
tem performance and functionality. These
individuals are comfortable structuring
complex problems through deductive
reasoning, and can communicate their
recommendations in simple business-like
language. But most of all, they expose sig-
nificant oral and reading comprehension.

Growth

The similarity score between database
architect and the starting occupation is
0.515 and the average salary differential is
$21,316.While the projected 5-year employ-
ment growth for network or systems ad-
ministrator is -0.60%, database architect’s
projected 5-year growth is higher at 2.99%.
Average salary for the database architect
occupation is $69,185 for individuals with
upto2yearsofexperience;$85,231forthose
with3to 5years,and $98,672 forindividuals

Database Architect

Advancement Occupation

0.515

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

]
$21,316

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
2.99%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$69,185

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$85,231

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,672

Average Salary:Advancement
Occupation with 6+ years experience

[
1,704

Starting Occupation Postings

]
870

Advancement Occupation Postings

Database Architect

Advancement Occupation

with 6 or more years. There were 870 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator
to database architect. The skill taxonomy
used in this analysis classifies skills for a
given occupation as necessary, defining
or distinguishing. Necessary skills are spe-
cialized skills required for this job and rel-
evant across other similar jobs. The nec-
essary skills for database architect are
knowledge of data analysis, Oracle, data
quality, project management, and SQL
Server. Defining skills represent the day-
to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of SQL, data architec-
ture, data warehousing, data modeling,
and Extraction, Transformation and Load-
ing (ETL). Distinguishing skills set a work-
er apart and come with a salary or growth
premium. For this occupation, the distin-
guishing skills are knowledge of ERwin, da-
tabase architecture, Teradata, Master Data
Management (MDM), and virtualization.
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Network /

Database Architect

Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall

Percentage in
Advancement

Occupation Occupation

Systems }
[ ] [
Administrator
Starting Occupation
Necessary Skills Defining Skills
Skill Recall
Percentage in
Advancement
Occupation
Data Analysis 19%  saL
Oracle 18% = Data Architecture
Data Quality 16%  Data Warehousing
Project Management 12% = Data Modeling
SQL Server 12%  Extraction

Transformation and

Loading (ETL)

Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The database architect occupation com-
monly requests security clearance, and
among others, the following top certifica-
tions: IT Infrastructure Library (ITIL) Certi-
fication.This is an entry-level certification
for IT service management. The second is
the Certified Scrum Trainer (CST), a cer-
tification offered by the Scrum Alliance
that enables people to teach CSM (Cer-
tified Scrum Master) and CSPO (Cer-
tified Scrum Product Owner) courses.

43% | ERwin
33% = Database Architecture
26%  Teradata

23% = Master Data
Management (MDM)

23%  Virtualization

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

IT Infrastructure Library (ITIL)

Certification

Certified Scrum Trainer (CST)

Percentage in
Advancement

6%
6%
6%

5%

5%
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Starting Occupation

Advancement Occupation

Business intelligence architects/ devel-
opers are responsible for designing and
developing Bl solutions, overseeing the im-
plementation ofthe these types of systems
and also their ongoing maintenance. They
are in charge of developing, deploying, and
maintaining Bl interfaces. Those include
query tools, data visualization and interac-
tive dashboards, ad hoc reporting, and data
modeling tools. These individuals are com-
fortable working with large amounts of
data and deriving insights from their anal-
ysis. Some individuals may be more com-
fortable presenting and communicating
results to others. But in either case, they
are good at examining multiple sources
of data and then making accurate conclu-
sions about them. These individuals are
naturally inquisitive and over time, devel-
op a great deal of forward-thinking vision.

Growth

The similarity score between business
Intelligence architect / developer and
the starting occupation is 0.479 and the
average salary differential is $26,628.
While the projected 5-year employment
growth for network or systems admin-
istrator is -0.60%, business Intelligence
architect / developer’s projected 5-year
growth is considerably higher at 6.30%.

Business Intelligence
Architect/
Developer

Advancement Occupation

0.479

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

]
$26,628

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
6.30%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$70,639

Average Salary:Advancement
Occupation with 0-2 years experience

]
$87,647

Average Salary:Advancement

Occupation with 3 - 5 years experience

i
$101,639

Average Salary:Advancement
Occupation with 6+ years experience

i
1,704

Starting Occupation Postings

[
855

Advancement Occupation Postings

Business Intelligence
Architect/
Developer

Advancement Occupation

Average salary for the business intelli-
gence architect/ developer occupation is
$70,639 for individuals with up to 2 years
of experience; $87,647 for those with 3 to
5 years, and $101,639 for individuals with
6 or more years. There were 855 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
business Intelligence architect / develop-
er. The skill taxonomy used in this analysis
classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for business
Intelligence architect / developer are
knowledge of JavaScript, software devel-
opment, business process, Oracle, and Mi-
crosoft Power Bl. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defin-
ing skills include knowledge of Salesforce,
Salesforce development, SQL, Salesforce
Visualforce, and Salesforce Lightning. Dis-
tinguishing skills set a worker apart and
come with a salary or growth premium. For
this occupation, the distinguishing skills
are knowledge of Microsoft SQL Serv-
er Integration Services (SSIS), SQL Serv-
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[ ] [
Administrator
Starting Occupation
Necessary Skills Defining Skills
Skill Recall
Percentage in
Advancement
Occupation
JavaScript 18%  Salesforce
Software Development 15% = Salesforce
Business Process 15% Lroveiesmzl
Oracle 13% —

Microsoft Power BI 12% Salesforce Visua

Skill Recall
Percentage in

Advancement
Occupation

Iforce

Salesforce Lightning

er Reporting Services (SSRS), informati-
ca, data architecture, and Oracle PL/SQL.

Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The business intelligence archi-
tect/ developer occupation com-
monly requests security clearance,
and among others, the following certifi-
cations: Certified Salesforce Platform De-
veloper. With this credential, individuals
use programmatic and declarative skills to
extend and customize Salesforce applica-
tions.Thesecondisthe CertifiedSalesforce
Administrator. This certification focuses
on the features and functionality used to
maintain a Salesforce implementation.

Business Intelligence
Architect/
Developer

Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage

Occupation

49%  Microsoft Sql Server
Integration Services
39%  (SSIS)

SQL Server Reporting

34% i
Services (SSRS)

24%
19%

Informatica
Data Architecture

Oracle PL/SQL

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:
- Security Clearance
Certified Salesforce Platform
Developer
Certified Salesforce Adminis-
trator

in

Advancement

5%

5%
5%
5%
4%
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Web developers create and maintain
websites. They are also responsible for the
site’s technical aspects, such as its perfor-
mance and capacity, which are measures
of a website’s speed and how much traffic
the site can handle. In addition, web devel-
opers may create content for the site. They
evaluate code to ensure that it is properly
structured, meets industry standards, and
is compatible with browsers and devices.
These developers optimize website perfor-
mance,scalability,and server-side code and
processes.They may develop website infra-
structureandintegrate websiteswith other
computer applications. These individuals
are comfortable working with technolo-
gy as the core of their responsibilities, but
overtime,mustdevelopagoodunderstand-
ing of consumer behavior, as well as col-
laboration skills and project management.

Growth

The similarity score between web de-
veloper and the starting occupation is
0.449 and the average salary differential
is $19,733. While the projected 5-year em-
ployment growth for database admin-
istrator is -0.60%, web developer’s pro-
jected 5-year growth is higher at 2.18%.
Average salary for the web developer
occupation is $70,021 for individuals

} Web Developer

Advancement Occupation

0.449

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

i
$19,733

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
2.18%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$70,021

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$86,093

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,621

Average Salary:Advancement
Occupation with 6+ years experience

!
1,704

Starting Occupation Postings

!
2,947

Advancement Occupation Postings

Web Developer

Advancement Occupation

with up to 2 years of experience; $86,093 for
those with 3to 5years,and $98,621 for indi-
vidualswith6ormoreyears.Therewere2,947
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
web developer. The skill taxonomy used in
this analysis classifies skills for a given oc-
cupation as necessary, defining or distin-
guishing. Necessary skills are specialized
skills required for this job and relevant
across other similar jobs. The necessary
skills for web developer are knowledge of
Microsoft C#,Python,MySQL,Ruby,and unit
testing. Defining skills represent the day-
to-day tasks and responsibilities of the job.
For this occupation the defining skills in-
clude knowledge of JavaScript, web devel-
opment, front-end development, Java, and
SQL.Distinguishing skills set aworker apart
and come with a salary or growth premi-
um. For this occupation, the distinguishing
skills are knowledge of Flask, Joomla, AJAX,
User Interface (Ul) Design,and Objective C.

Certifications

The network or systems administrator
occupation commonly requests in ad-
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in

7%
6%
6%

6%

Administrator
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage
Advancement Advancement Advancement
Occupation Occupation Occupation
Microsoft C# 18% = JavaScript 59%  Flask
Python 17% | Web Development 39% = Joomla
MySQL 16%  Front-end AJAX
Devel t 20
Ruby 16% evelopmen User Interface (Ul)
0 .
Unit Testing 16% LI A || e
saL 28%  Objective C

dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The web developer occupation commonly
requestssecurityclearance,driver’slicense
andthefollowingcertification:CompTIASe-
curity+asdescribedinthe above paragraph.

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-
ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

Driver’s License

CompTIA Security+

6%
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Data engineers are responsible for find-
ing trends in data sets and developing al-
gorithms to help make raw data more use-
ful. This role requires a significant set of
technical skills, but data engineers also
need communication skills to work across
departments to understand what organi-
zation leaders want to gain from existing
large datasets. These individuals are com-
fortable with the use of mathematical or
statistical skills to develop, test or validate
models from available datasets. But they
also have the ability to convey the results
of their data analysis in visual or summa-
ry form. Most importantly, data engineers
are skilled database programmers who
can develop efficient data pipelines, that
is, services or actions to process het-
erogeneous data in several useful steps.

Growth

The similarity score between data en-
gineer and the starting occupation is
0.362 and the average salary differential
is $33,677. While the projected 5-year em-
ployment growth for network or system
administrator is -0.60%, data engineer’s
projected 5-year growth is higher at 2.56%.
Average salary for the data engineer occu-
pation is $80,464 forindividualswithupto?2
years of experience; $97,186 for those with

Data Engineer

Advancement Occupation

0.362

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0to 1

i
$33,677

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
2.56%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$80,464

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$97,186

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$109,854

Average Salary:Advancement
Occupation with 6+ years experience

[
1,704

Starting Occupation Postings

[
731

Advancement Occupation Postings

Data Engineer

Advancement Occupation

3 to 5 years, and $109,854 for individuals
with 6 or more years. There were 731 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator to
data engineer. The skill taxonomy used in
this analysis classifies skills for a given oc-
cupation as necessary, defining or distin-
guishing. Necessary skills are specialized
skills required for this job and relevant
across other similar jobs. The necessary
skills for data engineer are knowledge of
software development, Apache webserv-
er, relational databases, data quality, and
Tableau. Defining skills represent the day-
to-day tasks and responsibilities of the job.
For this occupation the defining skills in-
clude knowledge of Python, SQL, big data,
Extraction, Transformation and Loading
(ETL), and Pipeline (Computing). Distin-
guishing skills set aworker apart and come
with a salary or growth premium. For this
occupation, the distinguishing skills are
knowledge of Amazon Web Services (AWS),
Relational Database Management Systems
(RDBMS), data warehouse processing,
PIG., and AWS Elastic MapReduce (EMR).
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Necessary Skills Defining Skills

Skill Recall
Percentage in
Advancement
Occupation
Software Development 17% Python
Apache Webserver 16% sQL
Relational Databases 15% Big Data
Data Quality 14% Extraction
Tableau 13% Transformation and
Loading (ETL)
Pipeline (Computing)
Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The data engineer occupation commonly
requests security clearance, and among
others, the following two certifications:
Certified Scrum Trainer (CST), a certi-
fication offered by the Scrum Alliance
that enables people to teach CSM (Cer-
tified Scrum Master) and CSPO (Certi-
fied Scrum Product Owner) courses. The
second certification is the Microsoft
Certified Solutions Associate (MCSA).
This is a certification program intended
for people who seek entry-level jobs in
an information technology (IT) environ-
ment. Microsoft retired the MCSA pro-
gram on January 31, 2021 in favor of role-

Data Engineer

Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in

Skill Recall
Percentage in

Advancement
Occupation

Advancement
Occupation

67% = Amazon Web Services
66% (AWS)
47% Relational DataBase

Management System 6%
(RDBMS)

7%

43%
Data Warehouse

Processing
PIG 6%

AWS Elastic MapReduce
(EMR)

6%
38%

5%

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:
Security Clearance
Certified Scrum Trainer (CST)
Microsoft Certified Solutions
Associate (MCSA)

based training and certifications. However,
MCSA holders will be allowed to keep it.
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I'T project managers are individuals
charged with overseeing the process of
planning, executing and delegating respon-
sibilities around an organization’s infor-
mation technology (IT) pursuits and goals.
Specifically, they help determine the sys-
tems and technology needed for specif-
ic IT projects; create detailed schedules;
build a budget; identify staffing needs; and
hire and manage the project staff. These
individuals are comfortable in both, the
technical as well as the organizational en-
vironment of the project, making them
very effective as liaison between business
and technical aspects of projects. They are
good communicators and over time, de-
velop an effective sense for negotiation.

Growth

The similarity score between IT proj-
ect manager and the starting occupa-
tion is 0.413 and the average salary dif-
ferential is $14,533. While the projected
5-year employment growth for network
or systems administrator is -0.60%, IT
project manager’s projected 5-year
growth is considerably higher at 3.12%.
Average salary for the IT project manager
occupation is $70,136 for individuals with
upto2yearsofexperience;$84,972forthose
with3to 5years,and $98,182 forindividuals

IT Project
Manager

Advancement Occupation

0.413

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

[
$14,533

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
3.12%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation

Manager
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Starting Occupation

$70,136

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$84,972

Average Salary:Advancement

Occupation with 3 - 5 years experience

i
$98,182

Average Salary:Advancement
Occupation with 6+ years experience

!
1,704

Starting Occupation Postings

]
3,760

Advancement Occupation Postings

IT Project
Manager

Advancement Occupation

with 6 or more years. There were 3,760
postings for the advancement occupation.

Skills

T he skills in the following table represent
the additional skills likely needed to move
from network or systems administrator
to IT project manager. The skill taxonomy
used in this analysis classifies skills for a
given occupation as necessary, defining or
distinguishing. Necessary skills are special-
ized skills required for this job and relevant
across other similar jobs. The necessary
skills for IT project manager are knowledge
of scheduling, project planning and devel-
opment skills, customer service, SQL, and
quality assurance and control. Defining
skills represent the day-to-day tasks and
responsibilities of the job. For this occupa-
tion the defining skills include knowledge
of project management, budgeting, Scrum,
software development, and Scrum Master.
Distinguishing skills set a worker apart and
come with a salary or growth premium. For
thisoccupation,the distinguishingskills are
product owner, IT management, DevOps,
business analysis, and agile coaching.

Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
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Starting Occupation

Necessary Skills Defining Skills

Skill Recall

Percentage in

Advancement

Occupation
Scheduling 19%  Project Management
Project Planning and Budgeting
Development Skills 25

P Scrum
1 0,

Customer Service 9% Software Development
saL 9%

Scrum Master
Quality Assurance and

0,
Control @

ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The IT project manager occupation com-
monlyrequestsamongothers,thefollowing
certifications: The first is Project Manage-
ment Certification. The Certified Associ-
ate in Project Management (CAPM) from
the Project Management Institute (PMI)
and Project+ from CompTIA are the best-
known entry-level project management
certifications. The second certification
is the Project Management Professional
(PMP).This certification offered by the Proj-
ect Management Institute (PMI) validates
the individual’s competence to perform in
the role of a project manager, leading and
directing projects and teams.The third cer-
tification is Certified Scrum Master (CSM)
The Certified Scrum Master (CSM) certi-
fication, available through the Scrum Alli-
ance, is an entry-level certification aimed
at providing professionals with an aware-

IT Project
Manager

Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall
Percentage in Percentage in
Advancement Advancement
Occupation Occupation
58%  Product owner 7%
29%  IT Management 6%
27%  DevOps 6%
20% = Business Analysis 5%
18%  Agile coaching 5%

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:
- Project Management Certifica-
tion
Project Management
Professional (PMP)
Certified ScrumMaster (CSM)

ness of the methodologies and values
of Scrum, including team performance,
accountability, and iterative progress.
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Network engineers / architects take
care of communication networks, such
as local area networks (LANs), wide area
networks (WANs), and intranets. They
design and implement network config-
urations, troubleshoot performance is-
sues, carry out network monitoring and
configure security systems such as fire-
walls. Among the major skills that these
individuals should possess include ana-
lytical, problem-solving and communica-
tion skills. They should be team-building,
detail-oriented leaders with extensive
knowledge of various types of computer
operating, security and wireless systems.

Growth

The similarity score between network
engineer / architect and the starting oc-
cupation is 0.752 and the average sala-
ry differential is $22,731. While the pro-
jected 5-year employment growth for
network or systems administrator is
-0.60%, network engineer/architect’s pro-
jected 5-year growth is higher at 2.86%.
Average salary for the network engi-
neer / architect occupation is $58,383
for individuals with up to 2 years of ex-
perience; $79,154 for those with 3 to 5
years, and $95,250 for individuals with
6 or more years. There were 2,525 post-

Network Engineer/
Architect

Advancement Occupation

0.752

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

[
$22,731

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
2.86%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$79,154

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

!
1,704

Starting Occupation Postings

]
2,525

Advancement Occupation Postings

Network Engineer/
Architect

Advancement Occupation

ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator
to network engineer / architect. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for network engineer / ar-
chitect are knowledge of Python, routers,
project management, Java, and software
development. Defining skills represent the
day-to-day tasks and responsibilities of the
job. For this occupation the defining skills
include knowledge of networkingengineer-
ing, Cisco, Linux, Wide Area Network (WAN),
andVMware.Distinguishingskills set awork-
er apart and come with a salary or growth
premium. For this occupation, the distin-
guishing skills are knowledge of Microsoft
Active Directory, Voice over IP (VolP), net-
work testing, network hardware, and Citrix.
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Starting Occupation

Network Engineer /
Architect

Advancement Occupation

Defining Skills Distinguishing Skills

Necessary Skills

Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Python 17% = Network Engineering 28%  Microsoft Active 7%
o (]
Routers 14% = Cisco 24% LIEEEr
1 0,
Project Management 13% = Linux 16% Voice over P {VoIP) .
H 0,
Java 12% = Wide Area Network 14% Network Testing 4%
® o
Software Development 12% {WaN) RS TR o
VMware 11% = Citrix 3%
Certifications

The network or systems administrator Certifications

occupation commonly requests in ad-
dition to security clearance, the follow- The source occupation commonly
ing certification: CompTIA Security+, a requests the following certifica-
globally trusted, vendor-neutral certifi- tions:

cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-

Security Clearance
CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

tified Network Associate (CCNA), an as-

sociate-level Cisco Career certification. The Advancement occupation

commonly requests the following
certifications:
- Security Clearance
Cisco Certified Network Asso-
ciate (CCNA)
Cisco Certified Network Pro-
fessional (CCNP)

The network engineer/ architect occu-
pation commonly requests security
clearance, and, among others, the fol-
lowing certifications:  Cisco Certified
Network Associate (CCNA), an associ-
ate-level Cisco Career certification. The
second top certification is Cisco Certi-
fied Network Professional (CCNP), a cer-
tification for individuals in the IT indus-
try who have achieved the professional
level of Cisco Career Certification. Both
certifications are from Cisco Systems.
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A mobile applications developer is a soft-
ware engineer who works primarily with
mobile devices, creating, programming,
testing, and maintaining apps and mobile
platforms across devices like smartphones,
tablets and laptops. Mobile developers
write programs inside of a mobile devel-
opment environment using a specific pro-
gramming language such as Objective C or
Java. A mobile app developer will typically
develop an app for aspecific operating sys-
tem, such as Google Android or Apple iOS,
and apply the programming languages and
software development environment for
that platform.These individuals are usually
curious,imaginative,and value variety. They
are methodical, reliable and generally plan
things in advance. These individuals are
comfortable with the fast pace of change in
the underlying development technologies.

Growth

The similarity score between mobile ap-
plications developer and the starting oc-
cupation is 0.357 and the average salary
differential is $28,314. While the projected
5-year employment growth for network
or systems administrator is -0.60%, mobile
applications developer’s projected 5-year
growth is considerably higher at 5.63%.
Average salary for the mobile applica-
tions developer occupation is $70,826

Mobile Applications
Developer

Advancement Occupation

0.357

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

[
$28,314

Average Salary
Differential

i
-0.60%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

]
5.63%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$70,826

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$89,272

Average Salary:Advancement

Occupation with 3 - 5 years experience

i
$102,130

Average Salary:Advancement
Occupation with 6+ years experience

!
1,704

Starting Occupation Postings

!
558

Advancement Occupation Postings

Mobile Applications
Developer

Advancement Occupation

for individuals with up to 2 years of ex-
perience; $89,272 for those with 3 to 5
years, and $102,130 for individuals with
6 or more years. There were 558 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network or systems administrator
to mobile applications developer. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for mobile applications de-
veloper are knowledge of unit testing, Ob-
ject-Oriented Analysis and Design (OOAD),
JavaScript Object Notation (JSON), debug-
ging, and Scrum. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defin-
ing skills include knowledge of Java, Swift
(programming language), Android, soft-
ware development,and Objective C.Distin-
guishing skills set a worker apart and come
with a salary or growth premium. For this
occupation, the distinguishing skills are
knowledge of Test Driven Development
(TDD), User Interface (Ul) Design, Gradle,
React Javascript, and Microsoft Xamarin.
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Developer

Advancement Occupation

Skill Recall
Percentage in

Advancement
Occupation

Systems }
Administrator
Starting Occupation
Necessary Skills Defining Skills
Skill Recall
Percentage in
Advancement
Occupation
Unit Testing 17% = Java
Object-Oriented Swift (Programming
Analysis and Design 14% = Language)
e Android

JavaScript Object
Notation (JSON)

. Objective C
Debugging 14%
Scrum 12%
Certifications

The network or systems administrator
occupation commonly requests in ad-
dition to security clearance, the follow-
ing certification: CompTIA Security+, a
globally trusted, vendor-neutral certifi-
cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
The second certification is Cisco Cer-
tified Network Associate (CCNA), an as-
sociate-level Cisco Career certification.

The mobile applications developer oc-
cupation commonly requests security
clearance, driver’s license and the follow-
ing certification: TOGAF certification.
The Open Group Architecture Framework
(TOGAF) is a certification for IT profes-
sionals and architects that verifies their
ability to simplify complex technical pro-
cesses in four architecture domains: busi-
ness, data, applications and technical.

14% = Software Development

Distinguishing Skills

Skill Recall
Percentage in

Occupation

43%  Test Driven
Development (TDD)

0,
SLED User Interface (Ul)

Design

Gradle

36%
31%

29% React Javascript

Microsoft Xamarin

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

CompTIA Security+

Cisco Certified Network Asso-

ciate (CCNA)

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

Driver’s License

TOGAF Certification

Advancement

7%

7%
6%
6%
6%
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Occupation Profile: Networking and Systems
Occupation: Network Engineer /Architect

Occupation

Network engineers / architects take
care of communication networks, such
as local area networks (LANs), wide area
networks (WANs), and intranets. They
design and implement network config-
urations, troubleshoot performance is-
sues, carry out network monitoring and
configure security systems such as fire-
walls. Among the major skills that these
individuals should possess include ana-
lytical, problem-solving and communica-
tion skills. They should be team-building,
detail-oriented leaders with extensive
knowledge of various types of computer
operating, security and wireless systems.

Growth

Network engineers / architects jobs are
projected to have a 2.86% growth in em-
ployment. The entry level salary for this
occupation is $79,581 with a requirement
of less than 2 years of experience. The mid
career salary, that is jobs requiring 3 to
5 years of experience is $99,693. The ad-
vanced career salary which requests six
or more years of experience is $114,351.

Skills

The skills shown in the table below rep-
resent the additional skills likely needed

>

2.86%

Projected Growth

Estimated five-year
growth in employment

$79,581

Entry Level Salary

Salary for jobs requiring less
than 2 years of experience

$99,693

Mid Career Salary

Salary for jobs requesting 3 to 5
years of experience

$114,351

Advanced Career Salary

Salary for jobs requesting 6+ years
of'experience




Occupation Profile: Networking and Systems
Occupation: Network Engineer/Architect

to move from the starting occupation to
the advancement occupation. Necessary

skills are specialized skills required for this Certifications

job and relevant across other similar jobs. .

The necessary skills for network engineer - Security Clearance

/ architect include knowledge of Python, - Cisco Certified Network Asso-
project management, routers, software ciate (CCNA)

development, Java, and DevOps. Defining - Cisco Certified Network Pro-

skills represent the day-to-day tasks and fessional (CCNP)
responsibilities of the job. They assume an
increase level of communication and di-
rect user support. For this occupation the
defining skills include knowledge of net-
work engineering, Cisco, Linux, Wide Area
Network (WAN), System / Network config-
uration, and VMware. Distinguishing skills
set a worker apart and come with a salary
premium. In this occupation, the distin-
guishing skills are knowledge of Microsoft . o
Active Directory, Voice over IP (VoIP), net- Network Professional (CCNP), a certifi-
work, hardware, network testing, Network cation for individuals in the IT industry

Management Center (NMC), and Citrix. who have achieved the professional lev-
’ el of Cisco Career Certification. Both

certifications are from Cisco Systems.

top certification is Cisco Certified

Certifications

This occupation commonly requests se-
curityclearance,and,amongothers,the fol-
lowing certifications: Cisco Certified Net-
work Associate (CCNA), an associate-level
Cisco Career certification. The second

Necessary Skills Defining Skills Distinguishing Skills
Percent of Percent of Percent of
Postings Postings Postings
Requesting Requesting Requesting
Skill Skill Skill
Python 17%  Network Engineering 29%  Microsoft Active 7%
- (]
Project Management 17% Cisco 25% DI
Routers 15%  Linux [RE) Yoice over IP (VoIP) &
0,
Software Development 14% = Wide Area Network 16% e 2
Java 12% (WAN) ° | Network Testing 5%
System/Network Network Management
DevOps 12% 9 9
P ° Configuration LS80 Center (NMC) a5
VMware 12% = Citrix 3%
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Potential Career Paths for
Network Engineer / Archi-
tect

For the starting occupation of network
engineer/ architect, we identify possi-
ble next step occupations. These occupa-
tions come with an increase in compen-
sation and require additional skills and
in some cases certifications. These skills
may be learned on the job at the initial po-
sition held or can be learned in advance.

In the pages that follow, we provide for each
Advancement Occupation, skill gaps, certifi-

cations, salary and workforce information.
With this information, students, educa-
tors, and policymakers can see the paths
a worker could take from the Starting Oc-
cupation to the Advancement Occupation.

Data Engineer

Network Engineer
| Architect

Starting Occupation
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Network Engineer/
Architect

Starting Occupation

Advancement Occupation

Data engineers are responsible for find-
ing trends in data sets and developing al-
gorithms to help make raw data more use-
ful. This role requires a significant set of
technical skills, but data engineers also
need communication skills to work across
departments to understand what organi-
zation leaders want to gain from existing
large datasets. These individuals are com-
fortable with the use of mathematical or
statistical skills to develop, test or validate
models from available datasets. But they
also have the ability to convey the results
of their data analysis in visual or summa-
ry form. Most importantly, data engineers
are skilled database programmers who
can develop efficient data pipelines, that
is, services or actions to process het-
erogeneous data in several useful steps.

Growth

The similarity score between data en-
gineer and the starting occupation is
0.462 and the average salary differential
is $10,946. While the projected 5-year em-
ployment growth for network engineer or
architect is 2.86%, data engineer’s project-
ed 5-year growth is slightly lower at 2.56%.
Average salary for the data engineer oc-
cupation is $80,464 for individuals with

Data Engineer

Advancement Occupation

0.462

Similarity Score
Measure of relatedness
between occupations on a
scaleof' Oto 1

]
$10,946

Average Salary
Differential

i
2.86%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
2.56%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Network Engineer /
Architect

Starting Occupation

$80,464

Average Salary:Advancement
Occupation with 0- 2 years experience

]
$97,186

Average Salary:Advancement

Occupation with 3 - 5 years experience

i
$109,854

Average Salary:Advancement
Occupation with 6+ years experience

i
2,525

Starting Occupation Postings

]
731

Advancement Occupation Postings

Data Engineer

Advancement Occupation

upto2yearsofexperience;$97,186forthose
with3to5years,and $109,854forindividuals
with 6 or more years. There were 731post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from network engineer or architect to data
engineer. The skill taxonomy used in this
analysis classifies skills for a given occupa-
tion as necessary, defining or distinguish-
ing. Necessary skills are specialized skills
required for this job and relevant across
other similar jobs. The necessary skills for
data engineer are knowledge of software
development, Apache webserver, rela-
tional databases, data quality, and Tableau.
Defining skills represent the day-to-day
tasks and responsibilities of the job. For
this occupation the defining skills include
knowledge of Python, SQL, big data, Ex-
traction, Transformation and Loading (ETL)
and Pipeline (computing). Distinguishing
skills set a worker apart and come with a
salary or growth premium. For this occu-
pation, the distinguishing skills are knowl-
edge of Amazon Web Services (AWS), Re-
lational Database Management Systems
(RDBMS), data warehouse processing,
PIC, and AWS Elastic MapReduce (EMR).
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Network Engineer /
Architect }

Starting Occupation

Necessary Skills Defining Skills

Skill Recall
Percentage in

Advancement

Data Engineer

Advancement Occupation

Distinguishing Skills

Skill Recall
Percentage in
Advancement

Skill Recall
Percentage in
Advancement

Occupation

Software Development 17% Python

Apache Webserver 16% sQL

Relational Databases 15% Big Data

Data Quality 14% Extraction

Tableau 13% Transformation and
Loading (ETL)
Pipeline (Computing)

Certifications

The network engineer or architect oc-
cupation commonly requests security
clearance, and, among others, the fol-
lowing certifications: Cisco Certified
Network Associate (CCNA), an associ-
ate-level Cisco Career certification. The
second top certification is Cisco Certi-
fied Network Professional (CCNP), a cer-
tification for individuals in the IT indus-
try who have achieved the professional
level of Cisco Career Certification. Both
certifications are from Cisco Systems.

The data engineer occupation commonly
requests security clearance, and among
others, the following two certifications:
Certified Scrum Trainer (CST), a certi-
fication offered by the Scrum Alliance
that enables people to teach CSM (Cer-
tified Scrum Master) and CSPO (Certi-
fied Scrum Product Owner) courses. The
second certification is the Microsoft
Certified Solutions Associate (MCSA).
This is a certification program intended
for people who seek entry-level jobs in
an information technology (IT) environ-
ment. Microsoft retired the MCSA pro-

Occupation
67%  Amazon Web Services
66% (AWS)
47% Relational DataBase

Management System 6%
(RDBMS)

Occupation

7%

43%
Data Warehouse

Processing
PIG 6%

AWS Elastic MapReduce
(EMR)

6%
38%

5%

Certifications

The source occupation commonly
requests the following certifica-
tions:
Security Clearance
Cisco Certified Network Asso-
ciate (CCNA)
Cisco Certified Network Pro-
fessional (CCNP)

The Advancement occupation
commonly requests the following
certifications:
Security Clearance
Certified Scrum Trainer (CST)
Microsoft Certified Solutions
Associate (MCSA)

gram on January 31, 2021 in favor of role-
based training and certifications. However,
MCSA holders will be allowed to keep it.
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Occupation Profile: Networking and Systems

Occupation: Systems Analyst

Occupation

Systems analysts implement, main-
tain, and support IT and information sys-
tems to meet the business needs of or-
ganizations. They analyze and create
tests, and develop specifications for de-
velopers and programmers to follow.
One of the most important duties of sys-
tems analysts is collecting and analyzing
the requirements for a new system. These
individuals are normally responsible for
generating documentation of various
types, helping in software selection, and
monitoring systems once they’re in place.
Central to their job is the ability to use an-
alytical skills, project management tech-
niques,communication skills and creativity.

Growth

Systems analyst jobs are projected to
have a 0.79% growth in employment.
The entry level salary for this occupa-
tion is $74,144 with a requirement of less
than 2 years of experience. The mid ca-
reer salary, that is jobs requiring 3 to 5
years of experience is $86,799. The ad-
vanced career salary which requests six
or more years of experience is $100,317.

Skills

The skills shown in the table below rep-
resent the additional skills likely needed

4

0.79%

Projected Growth

Estimated five-year
growth in employment

$74,144

Entry Level Salary

Salary for jobs requiring less
than 2 years of experience

$86,799

Mid Career Salary

Salary for jobs requesting 3 to 5
years of experience

$100,317

Advanced Career Salary

Salary for jobs requesting 6+ years
of'experience
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Occupation Profile: Networking and Systems
Occupation: Systems Analyst

to move from the starting occupation to
the advancement occupation. Necessary

skills are specialized skills required for this Certifications

job and relevant across other similar jobs. .

The necessary skills for systems analyst in- - Security Clearance o
clude knowledge of information systems, - Project Management Certifica-
software development, customer service, tion .

Oracle, technical support, and scheduling. - IT Infrastructure Library (ITIL)

Defining skills represent the day-to-day Certification
tasksandresponsibilities ofthe job.Theyas-
sume an increase level of communication
and direct user support. For this occupa-
tion the defining skills include knowledge
of project management, systems analysis,
business process, SQL, business analysis,
and business systems analysis. Distinguish-
ing skills set a worker apart and come with

a salary premium. In this occupation, the the Project Management Institute (PMI)
distinguishing skills are knowledge of User and Project+ from CompTIA are the
Acceptance Testing (UAT), systems devel- best-known entry-level project manage-
opment, hardware and software configura- ment certifications.The second top cer-
tion,systemsintegration,anddatamapping. tificationis the IT Infrastructure Library

(ITIL) Certification. This is an entry-level
Certifications certificationforITservice management.

This occupation commonly requests
security clearance, and among others,
the following certifications: Project man-
agement certification. The Certified Asso-
ciate in Project Management (CAPM) from

Necessary Skills Defining Skills Distinguishing Skills
Percent of Percent of Percent of
Postings Postings Postings
Requesting Requesting Requesting
Skill Skill Skill
Information Systems 18%  Project Management 27%  User Acceptance Testing 6%
(]
Software Development 16% = Systems Analysis 27% (UAT)
0,
Customer Service 14%  Business Process 27% S Dyl pu s &

Oracle 13%  sqL 25% Hardware and Software 5o
Configuration

Technical Support 12%  Business Analysis 23% .
Systems Integration 4%

Scheduling 10% = Business Systems

0, H 0,
s 21% = Data Mapping 3%
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Potential Career Paths for a worker could take from the Starting Oc-
cupation to the Advancement Occupation.
Systems Analyst

For the starting occupation of systems an-
alyst, we identify possible next step occu-
pations. These occupations come with an
increase in compensation and require addi-
tional skills and in some cases certifications.
Theseskillsmaybelearnedonthejobattheini-
tialpositionheldorcanbelearnedinadvance.

In the pages that follow, we provide for each
Advancement Occupation, skill gaps, cer-
tifications, salary and workforce informa-
tion. With this information, students, edu-
cators, and policymakers can see the paths

Ul / UX

Designer /
Developer

Database
Architect

Network Irﬁgl?iigeerfcsze
Engineer / Architect /
Architect Developer

Systems
Analyst

Starting
Occupation

Computer
IT Project — Systems
Manager Engineer /

Architect

Cyber /
Information
Security
Engineer /

Analyst
Technology

Consultant




Advancement
Occupation

- Skill and 2 .
Experience Detai Ied

Career Pathways:

Starting
Occupation

Systems Analyst

] ]
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Systems Analyst }

Starting Occupation

Advancement Occupation

Unux (user interface / experience) de-
signers / developers gather user require-
ments, design graphic elements and build
application navigation components. Spe-
cifically, they develop and test layouts,
interfaces, functionality, and navigation
menus to ensure compatibility and us-
ability across browsers or devices. They
may design and test interfaces that facili-
tate the human-computer interaction and
maximize the usability of digital devices,
websites, and software with a focus on
aesthetics and design. These individuals
have strong interpersonal, collaborative
and communication skills and are com-
fortable working in teams and putting
themselves in the shoes of their clients.

Growth

The similarity score between Ul / UX de-
signer or developer and the starting occu-
pationis 0.402 and the average salary differ-
ential is $9,279. While the projected 5-year
employment growth for systems analyst
is 0.79%, Ul / UX designer or developer’s
projected 5-year growth is higher at 3.39%.
Average salary for the Ul / UX design-
er or developer occupation is $70,214
for individuals with up to 2 years of ex-
perience; $87,187 for those with 3 to

Ul/UX Designer/
Developer

Advancement Occupation

0.402

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

]
$9,279

Average Salary
Differential

!
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
3.39%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Systems Analyst }

Starting Occupation

$70,214

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$87,187

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$101,109

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

!
1,170

Advancement Occupation Postings

Ul/UX Designer/
Developer

Advancement Occupation

5 years, and $101,109 for individuals with
6 or more years. There were 1,170 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to Ul / UX designer or
developer. The skill taxonomy used in this
analysis classifies skills for a given occupa-
tion as necessary, defining or distinguish-
ing. Necessary skills are specialized skills
required for this job and relevant across
other similar jobs. The necessary skills for
Ul/UXdesignerordeveloperareknowledge
of Adobe Illustrator, Adobe Acrobat, Adobe
Creative Suite, process design, and web
application development. Defining skills
represent the day-to-day tasks and respon-
sibilities of the job. For this occupation the
defining skills include knowledge of Javas-
cript,UXWireframes,UserInterface (Ul) De-
sign, Adobe Photoshop, and user research.
Distinguishing skills set a worker apart and
come with a salary or growth premium. For
this occupation, the distinguishing skills
are knowledge of Bootstrapping, Type-
Script, Typesetting, Syntactically Awesome
Style Sheets (SASS), and cross-browser.
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Systems Analyst } Ul/UX Designer /

Developer
Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Adobe Illustrator 15% = JavaScript 31%  Bootstrapping 8%
Adobe Acrobat 14% = UX Wireframes 29%  TypeScript 5%
Adobe Creative Suite 13% | User Interface (Ul) 25% Typesetting 5%
. 0
Process Design 11% DS Syntactically Awesome %
(o]
Web Application 15 Adobe Photoshop 24% | Style Sheets (SASS)
Development ®  User Research 22%  Cross-browser 4%

Certifications Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-
ment(CAPM)fromtheProjectManagement
Institute (PMI) and Project+from CompTIA
arethe best-known entry-level project man-
agement certifications. The second top
certificationis the IT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The source occupation commonly
requests the following certifica-
tions:
Security Clearance
Project Management Certifica-
tion
IT Infrastructure Library (ITIL)
Certification

The Advancement occupation

commonly requests the following

certifications:

- Security Clearance

- Driver’s License

- Project Management Certifica-
tion

The UI/UX designer or developer oc-
cupation commonly requests security
clearance, driver’s license, and among
others a project management certifica-
tion as described in the above paragraph.
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Systems Analyst }

Starting Occupation

Advancement Occupation

Database architects design strategies for
company-wide large databases, data ware-
house systems, and multidimensional net-
works. They set standards for database op-
erations, programming, query processes,
and security.Database architects model, de-
sign, and construct large relational databas-
es or datawarehouses. Create and optimize
data models for warehouse infrastructure
and workflow. They also integrate new sys-
tems with existingwarehouse structure and
refine system performance and functional-
ity. These individuals are comfortable struc-
turing complex problems through deduc-
tive reasoning, and can communicate their
recommendations in simple business-like
language. But most of all, they expose sig-
nificant oral and reading comprehension.

Growth

The similarity score between database
architect and the starting occupation
is 0.473 and the average salary differen-
tial is $19,051. While the projected 5-year
employment growth for systems ana-
lyst is 0.79%, database architect’s pro-
jected 5-year growth is higher at 2.99%.
Average salary for the database archi-
tect occupation s $69,185 for in-

dividuals with up to 2 years of expe-
rience; $85,231 for those with 3 to

Py
Wi
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Advancement Occupation

0473

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$19,051

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
2.99%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation




Systems Analyst }

Starting Occupation

$69,185

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$85,231

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,672

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
870

Advancement Occupation Postings

Database Architect

Advancement Occupation

5 years, and $98,672 for individuals with
6 or more years. There were 870 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to database archi-
tect. The skill taxonomy used in this analy-
sis classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for database
architect are knowledge of data analysis,
Oracle, data quality, project management,
and SQL Server. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defining
skills include knowledge of SQL, data archi-
tecture, data warehousing, data modeling,
and Extraction, Transformation and Load-
ing (ETL). Distinguishing skills set a work-
er apart and come with a salary or growth
premium. For this occupation, the distin-
guishing skills are knowledge of ERwin, da-
tabase architecture, teradata, Master Data
Management (MDM), and Virtualization.
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Systems Analyst } Database Architect

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Data Analysis 19%  sQL 43%  ERwin 6%
Oracle 18% = Data Architecture 33% = Database Architecture 6%
Data Quality 16%  Data Warehousing 26%  Teradata 6%
Project Management 12% = Data Modeling 23% = Master Data 0
Management (MDM) i
SQL Server 12%  Extraction
Transformation and 23%  Virtualization 5%
Loading (ETL)
Certifications e
Certifications
The systems analyst occupation com- .
monly requests security clearance, The source occupation commonly
and among others, the following certifica- requests the following certifica-
tions: Project management certification. tions:
The Certified Associate in Project Manage- - Security Clearance "
ment(CAPM)fromtheProjectManagement - Project Management Certifica-
Institute (PMI) and Project+ from CompTIA tion .
are the best-known entry-level project man- - ITInfrastructure Library (ITIL)

agement certifications. The second top Certification

certificationis theIT Infrastructure Library
(ITIL) Certification. This is an entry-level

The Advancement occupation

certification for IT service management. commonly requests the following
certifications:

The database architect occupation com- + Security Clearance

monly requests security clearance, and - ITInfrastructure Library (ITIL)

among others, the following top certifica- Certification

tions: IT Infrastructure Library (ITIL) Certi- - Certified Scrum Trainer (CST)
fication. This is an entry-level certification
for IT service management. The second is
the Certified Scrum Trainer (CST), a cer-
tification offered by the Scrum Alliance
that enables people to teach CSM (Cer-
tified Scrum Master) and CSPO (Cer-
tified Scrum Product Owner) courses.
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Systems Analyst }

Starting Occupation

Advancement Occupation

Business Intelligence Architects/ Devel-
opers are responsible for designing and
developing Bl solutions, overseeing the im-
plementation ofthe these types of systems
and also their ongoing maintenance. They
are in charge of developing, deploying, and
maintaining Bl interfaces. Those include
query tools, data visualization and interac-
tive dashboards, ad hoc reporting, and data
modeling tools. These individuals are com-
fortable working with large amounts of
data and deriving insights from their anal-
ysis. Some individuals may be more com-
fortable presenting and communicating
results to others. But in either case, they
are good at examining multiple sources
of data and then making accurate conclu-
sions about them. These individuals are
naturally inquisitive and over time, devel-
op a great deal of forward-thinking vision.

Growth

The similarity score between business
intelligence architect/ developer and the
startingoccupationis0.616 andthe average
salary differential is $24,362. While the pro-
jected 5-year employment growth for sys-
tems analyst is 0.79%, business intelligence
architect/ developer’s projected 5-year
growth is considerably higher at 6.30%.
Average salaryforthe business intelligence

Business Intelligence
Architect/Developer

Advancement Occupation

0.616

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$24,362

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
6.30%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Systems Analyst }

Starting Occupation

$70,639

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$87,647

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$101,639

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
855

Advancement Occupation Postings

Business Intelligence
Architect/Developer

Advancement Occupation

architect/ developer occupation IS
$70,639 for individuals with up to 2 years
of experience; $87,647 for those with 3 to
5 years, and $101,639 for individuals with
6 or more years. There were 855 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to business intelli-
gence architect/ developer. The skill taxon-
omy used in this analysis classifies skills for
agivenoccupationasnecessary,definingor
distinguishing. Necessary skills are special-
ized skills required for this job and relevant
across other similar jobs. The necessary
skills for business intelligence architect/
developer are knowledge of JavaScript,
software development, business process,
Oracle, and Microsoft Power BIl. Defining
skills represent the day-to-day tasks and
responsibilities of the job. For this occupa-
tion the defining skills include knowledge
of Salesforce, Salesforce Development,
SQL,Salesforce Visualforce,and Salesforce
Lightning. Distinguishing skills set a worker
apart and come with a salary or growth pre-
mium. For this occupation, the distinguish-
ing skills are knowledge of Microsoft SQL
Server Integration Services (SSIS), SQL
ServerReportingServices (SSRS),Informati
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Business Intelligence

Systems Analyst Architect/Developer

>

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
JavaScript 18%  Salesforce 49%  Microsoft Sql Server
. . o
Software Development 15%  Salesforce o LA S 3%
Development 39% | (sS1s)
Business Process 15% saLs . i
erver Reporting
Oracle 1396 > 34% Services (SSRS) >%
Microsoft Power Bl 12% Salesforce Visualforce 24% Informatica 55
Salesforce Lightning 19% .
Data Architecture 5%

ca, Data Architecture, and Oracle PL/SQL.

Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-
ment(CAPM)fromtheProjectManagement
Institute (PMI) and Project+from CompTIA
arethe best-known entry-level project man-
agement certifications. The second top
certificationis the IT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The business intelligence architect/ de-
veloper occupation commonly requests
security clearance, and among others,
the following certifications: Certified
Salesforce Platform Developer. With this
credential, individuals use programmat-
ic and declarative skills to extend and
customize Salesforce applications. The
second is the Certified Salesforce Ad-
ministrator. This certification focuses
on the features and functionality used to
maintain a Salesforce implementation.

Oracle PL/SQL

Certifications

The source occupation commonly
requests the following certifica-

tions:
Security Clearance

Project Management Certifica-

tion

IT Infrastructure Library (ITIL)

Certification

The Advancement occupation
commonly requests the following

certifications:

Certified Salesforce Platform

Developer

Certified Salesforce Adminis-

trator
Security Clearance
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Systems Analyst }

Starting Occupation

Advancement Occupation

Computer systems engineers or archi-
tects design and develop solutions to com-
plex applications problems, system ad-
ministration issues, or network concerns.
They perform systems management and
integration functions. These individuals
develop software engineering, system in-
tegration, or distributed system architec-
tures. They also collaborate with software
developers to select appropriate design
solutions and to ensure the compatibili-
ty of system components. These individ-
uals are comfortable with paying atten-
tion to detail, using analytical skills and
working in an atmosphere of innovation.

Growth

The similarity score between comput-
er systems engineer or architect and the
starting occupation is 0.611 and the av-
erage salary differential is $24,145. While
the projected 5-year employment growth
for systems analyst is 0.79%, comput-
er systems engineer or architect’s pro-
jected 5-year growth is higher at 2.75%.
Average salary for the computer sys-
tems engineer or architect occupation is
$60,813 for individuals with up to 2 years
of experience; $83,001 for those with 3 to
5 years, and $99,718 for individuals with

Computer Systems
Engineer/Architect

Advancement Occupation

0.611

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$24,145

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
2.75%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Systems Analyst }

Starting Occupation

$60,813

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$83,001

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$99,718

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
3,259

Advancement Occupation Postings

Computer Systems
Engineer/Architect

Advancement Occupation

6 or more years. There were 3,259 post-
ings for the advancement occupation.

Skills

The skills in the following table repre-
sent the additional skills likely needed to
move from systems analyst to computer
systems engineer or architect. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for computer systems en-
gineer or architect are knowledge of Py-
thon, software development, SQL, project
management, and software engineering.
Defining skills represent the day-to-day
tasks and responsibilities of the job. For
this occupation the defining skills include
knowledge of systems engineering, Linux,
Java, DevOps, and system architecture.
Distinguishing skills set a worker apart and
come with a salary or growth premium. For
this occupation, the distinguishing skills
are knowledge of UNIX, Windows Server,
Continuous Integration (Cl), firmware,
and hardware and software configuration.
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Systems Analyst }

Starting Occupation

Necessary Skills Defining Skills

Skill Recall
Percentage in
Advancement
Occupation
Python 19%  Systems Engineering
Software Development 17% = Linux
saL 14% = Java
Project Management 11% = DevOps
Software Engineering 11% = System Architecture
Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-
ment (CAPM)fromtheProjectManagement
Institute (PMI) and Project+ from CompTIA
are the best-known entry-level project man-
agement certifications. The second top
certificationis theIT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The computer systems engineer or ar-
chitect occupation commonly requests
security clearance and, among others,
the following certifications: CompTIA
Security+, a globally trusted, vendor-neu-
tral certification that validates the base-
line skills necessary to perform core
security functions and pursue an IT secu-
rity career. The second certification is
Certified Information Systems Security
Professional (CISSP), a certification de-
sighed to validate information security
work experience and a working knowl-
edge of security principles and practices.

Computer Systems
Engineer /Architect

Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall
Percentage in Percentage in
Advancement Advancement
Occupation Occupation
46%  UNIX 8%
20% - Windows Server 6%
17%  Continuous Integration 59%
129% ()
Firmware 1%

12%
Hardware and Software

0,
Configuration 4%

Certifications

The source occupation commonly
requests the following certifica-
tions:
Security Clearance
Project Management Certifica-
tion
IT Infrastructure Library (ITIL)
Certification

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

CompTIA Security+

Certified Information Systems

Security Professional (CISSP)

CISSP is utilized to demonstrate that
a security professional is able to de-
sign, engineer, implement, and run
an information security = program.
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Starting Occupation

Advancement Occupation

Software developers/ engineers design,
and build computer programs. They iden-
tify user needs, develop the programs, test
out new software,and make improvements.
Some develop new applications for mobile
or desktop use, while others build under-
lying systems software such as operating
systems. They design each piece of an ap-
plication or system and plan how the piec-
es will work together. Software developers
/ engineers create a variety of models and
diagrams showing programmers the soft-
ware code needed for an application. Work-
ing closely with computer programmers,
software developers fill crucial roles not
only in the computer systems industry, but
also in manufacturing, finance, health ser-
vices and software publishing industries.
These individuals are comfortable with the
uncertainties surrounding innovation and
creativity. They have an ability to focus and
concentrate for prolonged time periods
addressing numerous and interlocking
pieces. Finally, software developers / en-
gineers are problem solvers, as they are
responsible for solving the problems that
occur during the development process.

Growth

The similarity score between software
developer or engineer and the start-

Software Developer/
Engineer

Advancement Occupation

0.525

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$19,674

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
5.84%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$68,768

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$84,801

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,508

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
16,139

Advancement Occupation Postings

Software Developer/
Engineer

Advancement Occupation

ing occupation is 0.525 and the average
salary differential is $19,674. While the
projected 5-year employment growth
for systems analyst is 0.79%, software de-
veloper or engineer’s projected 5-year
growth is considerably higher at 5.84%.
Average salary for the software devel-
oper or engineer occupation is $68,768
for individuals with up to 2 years of ex-
perience; $84,801 for those with 3 to 5
years, and $98,508 for individuals with 6
or more years. There were 16,139 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to software develop-
er or engineer. The skill taxonomy used in
this analysis classifies skills for a given oc-
cupation as necessary, defining or distin-
guishing. Necessary skills are specialized
skills required for this job and relevant
across other similar jobs. The necessary
skills for software developer or engineer
are knowledge of Microsoft C#, Linux, .NET,
Oracle, and C++. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defin-
ing skills include knowledge of Java, soft-
ware engineering, software development,
SQL, and JavaScript. Distinguishing skills
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Starting Occupation

Necessary Skills

>

Defining Skills

Software Developer/

Engineer
Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Microsoft C# 16%  Java 40%  JavaScript Object
Notation (JSON) e
Linux 15% | Software Engineering 34%
H 0,
.NET 13% = Software Development 33% JQueny B
Oracle 12%  saL 32% React Javascript 6%
1 0,
C++ 12%  JavaScript 26% SR (O e
Ruby 5%

set a worker apart and come with a salary
or growth premium. For this occupation,
the distinguishing skills are knowledge of
JavaScript Object Notation (JSON), jQue-
ry, React Javascript, Spring Boot, and Ruby.

Certifications

The source occupation commonly
requests the following certifica-
tions:
- Security Clearance
Project Management Certifica-
tion
IT Infrastructure Library (ITIL)
Certification

Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-
ment (CAPM)fromtheProjectManagement
Institute (PMI) and Project+ from CompTIA
are the best-known entry-level project man-
agement certifications. The second top
certificationis theIT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

IT Infrastructure Library (ITIL)

Certification

CompTIA Security+

The software developer/ engineer occu-
pation commonly requests security clear-
ance, and among others, the following
certifications: IT Infrastructure Library
(ITIL) Certification. Entry-level certifica-
tion for IT service management. The sec-
ond certification is CompTIA Security+,
a globally trusted, vendor-neutral certifi-

cation that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.
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Starting Occupation

Advancement Occupation

Technology Consultants advise clients
on how to best use information technol-
ogy (IT) practices to achieve their organi-
zational goals. Traditionally, technology
consultants have been engaged by organi-
zations in projects geared towards improv-
ing business processes, reducing costs,
and maximizing use of technology oppor-
tunities. Today, these projects also involve
initiatives that range from digital strategy
to technology change projects. As tech-
nology rapidly evolves, this area of work
is becoming increasingly important to en-
sure the effectiveness and future growth
of organizations. These individuals like to
be at the forefront of technology devel-
opments. They develop a broad-base of
knowledge and understanding of key tech-
nologies that organizations need and that
they are able to support. They are comfort-
able working under pressure and can pro-
vide training on their project deliverables.

Growth

The similarity score between technology
consultant and the starting occupation is
0.766 and the average salary differential is
$9,261. While the projected 5-year employ-
ment growth for systems analyst is 0.79%,
technology consultant’s projected 5-year

Technology Consultant

Advancement Occupation

0.766

Similarity Score
Measure of relatedness
between occupations on a
scaleof 0Oto 1

]
$9,261

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
1.86%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$70,367

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$84,526

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$100,060

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
637

Advancement Occupation Postings

Technology Consultant

Advancement Occupation

growth is slightly higher at 1.86%.
Average salary for the technology consul-
tant occupation is $70,367 for individuals
withup to 2 years of experience; $84,526 for
thosewith3to5years,and $100,060 forindi-
vidualswith6ormoreyears.Therewere2,694
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
fromsystemsanalysttotechnology consul-
tant. The skill taxonomy used in this analy-
sis classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other simi-
lar jobs.The necessary skills for technology
consultant are knowledge of customer ser-
vice, customer contact, business develop-
ment, SQL, and information systems. Defin-
ing skills represent the day-to-day tasks and
responsibilities of the job. For this occupa-
tion the defining skills include knowledge
of SAP, project management, business pro-
cess, Enterprise Resource Planning (ERP),
and business solutions.Distinguishingskills
setaworkerapartand come with asalary or
growth premium. For this occupation, the
distinguishing skills are knowledge of SAP
Success Factors, SAP implementation, SAP
S/4HANA, Reengineering, and full life cycle.

Page 106



Systems Analyst Technology Consultant

>

Defining Skills

Starting Occupation Advancement Occupation

Necessary Skills Distinguishing Skills

Skill Recall
Percentage in
Advancement
Occupation

Skill Recall
Percentage in

Skill Recall
Percentage in
Advancement
Occupation

Advancement
Occupation

Customer Service 15%  SAP 27%  SAP SuccessFactors 8%

Customer Contact 13% | Project Management 24% | SAP Implementation 8%

Business Development 12% = Business Process 19% = SAP S/4AHANA 6%

SQL 12% Enterprise Resource 10% Reengineering 4%

Information Systems 11% Planning (ERP) Full Life Cycle 4%
Business Solutions 7%

Certifications

. Certifications
The systems analyst occupation com-

monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-

The source occupation commonly
requests the following certifica-

tions:
- Security Clearance

ment(CAPM)fromtheProjectManagement
Institute (PMI) and Project+from CompTIA
arethebest-known entry-level project man-
agement certifications. The second top
certificationis the IT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The technology consultant occupation
commonly requests, among other, the fol-
lowing certifications: Certified Informa-
tion Systems Auditor (CISA). This is the
standard of achievement from ISACA for
those who audit and assess an organiza-
tion’s information technology. The sec-
ond is Project management certification.

Project Management Certifica-
tion

IT Infrastructure Library (ITIL)
Certification

The Advancement occupation
commonly requests the following
certifications:

Certified Information Systems
Auditor (CISA)

Project Management Certifica-
tion

Certified Information Systems
Security Professional (CISSP)

The Certified Associate in Project Man-
agement (CAPM) from the Project Man-
agement Institute (PMI) and Project+ from
CompTIA are the best-known entry-lev-
el project management certifications. a security professional is able to de-
The third most common certification is sign, engineer, implement’ and run
Certified Information Systems Security an information security program.
Professional (CISSP), a certification de-

signed to validate information security
work experience and a working knowl-
edge of security principles and practices.
CISSP is utilized to demonstrate that
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Starting Occupation

Advancement Occupation

Cyber/ Information security engineers/
analysts specialize in network and IT in-
frastructure security. They understand cy-
berattacks, malware, and the behavior of
cybercriminals, and actively seeks to an-
ticipate and prevent these attacks. Their
primary role is to understand company
IT infrastructure in detail, monitor it at all
times, and evaluate threats that could po-
tentially breach the network, and the ac-
cess to information assets. They continu-
ously look for ways to enhance company
information systems and network secu-
rity and protect its sensitive information.
These individuals are comfortable stay-
ing up-to-date with the changing technol-
ogy world, and are very detailed oriented.

Growth

The similarity score between cyber/ Infor-
mation security engineer/ analyst and the
startingoccupationis0.609 and the average
salary differential is $12,275. While the pro-
jected 5-year employment growth for sys-
temsanalystis0.79%,cyber/Information se-
curity engineer/ analyst’s projected 5-year
growth is considerably higher at 8.77%.
Average salary for the cyber/ Informa-
tion security engineer/ analyst occu-
pation is $58,383 for individuals with

Cyber /Information
Security Engineer/
Analyst

Advancement Occupation

0.609

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

!
$12,275

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

!
8.77%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$79,154

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

!
3,137

Advancement Occupation Postings

Cyber /Information
Security Engineer/
Analyst

Advancement Occupation

upto2yearsofexperience;$79,154forthose
with 3 to 5 years, and $95,250 for individu-
als with 6 or more years. There were 3,137
postings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to cyber/ Informa-
tion security engineer/ analyst. The skill
taxonomy used in this analysis classifies
skills for a given occupation as necessary,
defining or distinguishing. Necessary skills
are specialized skills required for this job
and relevant across other similar jobs. The
necessary skills for cyber/ Information se-
curity engineer/ analyst are knowledge of
Linux, Python, cryptography, project man-
agement, and customer service. Defining
skills represent the day-to-day tasks and
responsibilities of the job. For this occupa-
tion the defining skills include knowledge
of information security, information sys-
tems, network security, NIST Cybersecuri-
ty Framework, and information assurance.
Distinguishing skills set a worker apart and
come with a salary or growth premium. For
thisoccupation,the distinguishingskills are
knowledge of vulnerability analysis, Nes-
sus, threat intelligence and analysis, threat
modeling, and cybersecurity assessment.
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Cyber/Information
Systems Analyst } iecijrl’ir.:y Engineer/
nalys

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Linux 19%  Information Security 49%  Vulnerability analysis 5%
Python 14% = Information Systems 27% = Nessus 5%
Cryptography 13% = Network Security 18% = Threat Intelligence and 5%
o (o]
Project Management 12% = NIST Cybersecurity Analysis
F k 12% " Threat Modeli 5%
Customer Service 11% ramewor reat Modeling °
Information Assurance 12% = Cybersecurity
4%
Assessment
Certifications Certifications
The systems analyst occupation com- .
monly requests security clearance, The source occupation commonly
and among others, the following certifica- requests the following certifica-
tions: Project management certification. tions:
The Certified Associate in Project Manage- - Security Clearance "
ment(CAPM)fromtheProjectManagement - Project Management Certifica-
Institute (PMI) and Project+from CompTIA tion .
are the best-known entry-level project man- - IT Infrastructure Library (ITIL)
agement certifications. The second top Certification
certificationis the IT Infrastructure Library .
(ITIL) Certification. This is an entry-level The Advancement occupation
certification for IT service management. commonly requests the following
certifications:
The cyber / information security engi- - Security Clearance
neer / analyst occupation commonly re- - Certified Information Systems
quests security clearance, and among Security Professional (CISSP)
others,  the following certifications: - SANS/GIAC Certification

Certified Information Systems Securi-
ty Professional (CISSP), a certification
designed to validate information securi-
ty work experience and a working knowl- stitute. GIAC provides aset of vendor-neu-
edge of security principles and practices. tral computer security certifications.
CISSP is utilized to demonstrate that a se-
curity professional is able to design, engi-
neer, implement, and run an information
security program.The second top certifica-
tion is GIAC certifications by the SANS In-
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Starting Occupation

Advancement Occupation

IT project managers are individuals
charged with overseeing the process of
planning, executing and delegating respon-
sibilities around an organization’s infor-
mation technology (IT) pursuits and goals.
Specifically, they help determine the sys-
tems and technology needed for specif-
ic IT projects; create detailed schedules;
build a budget; identify staffing needs; and
hire and manage the project staff. These
individuals are comfortable in both, the
technical as well as the organizational en-
vironment of the project, making them
very effective as liaison between business
and technical aspects of projects. They are
good communicators and over time, de-
velop an effective sense for negotiation.

Growth

The similarity score between IT proj-
ect manager and the starting occupa-
tion is 0.574 and the average salary dif-
ferential is $12,268. While the projected
5-year employment growth for systems
analyst is 0.79%, IT project manager’s pro-
jected 5-year growth is higher at 3.12%.
Average salary for the IT project man-
ager occupation is $70,136 for in-
dividuals with up to 2 years of expe-
rience; $84,972 for those with 3 to

ey

& - ' @
i
S N
i NG
S c

IT Project Manager

Advancement Occupation

0.574

Similarity Score
Measure of relatedness
between occupations on a
scaleof' Oto 1

]
$12,268

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
3.12%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation

Page 111



Systems Analyst }

Starting Occupation

$70,136

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$84,972

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,182

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

]
3,760

Advancement Occupation Postings

IT Project Manager

Advancement Occupation

5 years, and $98,182 for individuals with
6 or more years. There were 3,760 post-
ings for the advancement occupation.

Skills

T he skills in the following table represent
the additional skills likely needed to move
from systems analyst to IT project manag-
er. The skill taxonomy used in this analysis
classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for IT proj-
ect manager are knowledge of scheduling,
project planning and development skills,
customer service, SQL, and quality assur-
ance and control. Defining skills represent
the day-to-day tasks and responsibilities
of the job. For this occupation the defining
skills include knowledge of project man-
agement, budgeting, Scrum, software de-
velopment, and Scrum Master. Distinguish-
ingskills set aworker apart and come with a
salary or growth premium. For this occupa-
tion,the distinguishingskills are knowledge
of product owner,IT management,DevOps,
business analysis, and agile coaching.
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Starting Occupation

Necessary Skills Defining Skills

Skill Recall

Percentage in

Advancement

Occupation
Scheduling 19% = Project Management
Project Planning and Budgeting

. 19%
Development Skills S
crum

Customer Service 9%

0,
saL 9% Scrum Master

Quality Assurance and

0,
Control i

Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifica-
tions: Project management certification.
The Certified Associate in Project Manage-
ment (CAPM)fromtheProjectManagement
Institute (PMI) and Project+ from CompTIA
are the best-known entry-level project man-
agement certifications. The second top
certificationis theIT Infrastructure Library
(ITIL) Certification. This is an entry-level
certification for IT service management.

The IT project manager occupation com-
monly requests among others, the fol-
lowing certifications: The first is Project
Management Certification. As indicated
above, the Certified Associate in Project
Management (CAPM) from the Project
Management Institute (PMI) and Proj-
ect+ from CompTIA are the best-known
entry-level project management certifi-
cations. The second certification is the
Project Management Professional (PMP).
This certification offered by the Project
Management Institute (PMI) validates the
individual’s competence to perform in the
role of a project manager, leading and di-
recting projects and teams. The third certi-

Software Development

IT Project Manager

Advancement Occupation

Distinguishing Skills

Skill Recall Skill Recall
Percentage in Percentage in
Advancement Advancement
Occupation Occupation
58%  Product owner 7%
29% = IT Management 6%
27%  DevOps 6%
20%  Business Analysis 5%
18% = Agile coaching 5%

Certifications

The source occupation commonly
requests the following certifica-
tions:
- Security Clearance
Project Management Certifica-
tion
IT Infrastructure Library (ITIL)
Certification

The Advancement occupation
commonly requests the following
certifications:
- Project Management Certifica-
tion
Project Management Profes-
sional (PMP)
Certified Scrum Master (CSM)

fication is Certified Scrum Master (CSM)
The Certified Scrum Master (CSM) certi-
fication, available through the Scrum Alli-
ance, is an entry-level certification aimed
at providing professionals with an aware-
ness of the methodologies and values
of Scrum, including team performance,
accountability, and iterative progress.
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Starting Occupation

Advancement Occupation

Network engineers / architects take
care of communication networks, such
as local area networks (LANs), wide area
networks (WANs), and intranets. They
design and implement network config-
urations, troubleshoot performance is-
sues, carry out network monitoring and
configure security systems such as fire-
walls. Among the major skills that these
individuals should possess include ana-
Iytical, problem-solving and communica-
tion skills. They should be team-building,
detail-oriented leaders with extensive
knowledge of various types of computer
operating, security and wireless systems.

Growth

The similarity score between network en-
gineer or architect and the starting occu-
pationis 0.535 and the average salary differ-
ential is $20,466. While the projected 5-year
employment growth for systems analyst
is 0.79%, network engineer or architect’s
projected 5-year growth is higher at 2.86%.
Average salary for the network engi-
neer or architect occupation is $58383
for individuals with up to 2 years of ex-
perience; $79,154 for those with 3 to 5
years, and $95,250 for individuals with
6 or more years. There were 2,525 post-
ings for the advancement occupation.

Network Engineer/
Architect

Advancement Occupation

0.535

Similarity Score
Measure of relatedness
between occupations on a
scaleof Oto 1

]
$20,466

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
2.86%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$58,383

Average Salary:Advancement
Occupation with 0- 2 years experience

!
$79,154

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$95,250

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

!
2,525

Advancement Occupation Postings

Network Engineer /
Architect

Advancement Occupation

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to network engineer
or architect. The skill taxonomy used in
this analysis classifies skills for a given oc-
cupation as necessary, defining or distin-
guishing. Necessary skills are specialized
skills required for this job and relevant
across other similar jobs. The necessary
skills for network engineer or architect
are knowledge of Python, routers, project
management, Java, and software develop-
ment. Defining skills represent the day-to-
day tasks and responsibilities of the job. For
this occupation the defining skills include
knowledge of network engineering, Cis-
co, Linux, Wide Area Network (WAN), and
VMware. Distinguishing skills set a work-
er apart and come with a salary or growth
premium. For this occupation, the distin-
guishing skills are knowledge of Microsoft
Active Directory, Voice over IP (VoIP), net-
work testing, network hardware, and Citrix.

Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifi-
cations: Project management certifica-
tion. The Certified Associate in Project
Management (CAPM) from the Project
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Systems Analyst } Architect

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills
Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage in
Advancement Advancement Advancement
Occupation Occupation Occupation
Python 17% = Network Engineering 28%  Microsoft Active 7%
. 0
Routers 14%  Cisco 249  Directory
Project Management 13%  Linux 16% oicsioven PHVolR] -
i 0,
Java 12% = Wide Area Network 14% Network Testing i
® [
Software Development 12% ALY Lo e
VMware 11% = Citrix 3%

Management Institute (PMI) and Proj-
ect+ from CompTIA are the best-known
entry-level project management certi-
fications. The second top certification

Certifications

The source occupation commonly

is the IT Infrastructure Library (ITIL) requests the following certifica-
Certification. This is an entry-level cer- tions:
tification for IT service management. - Security Clearance

- Project Management Certifica-
The network engineer/ architect occu- tion .
pation commonly requests  security - IT Infrastructure Library (ITIL)
clearance, and, among others, the fol- Certification
lowing certifications: Cisco Certified .
Network Associate (CCNA), an associ- The Advancement occupation
ate-level Cisco Career certification. The commonly requests the following
second top certification is Cisco Certi- certifications:
fied Network Professional (CCNP), a cer- - Security Clearance
tification for individuals in the IT indus- - Cisco Certified Network Asso-
try who have achieved the professional ciate (CCNA)
level of Cisco Career Certification. Both - Cisco Certified Network Pro-
certifications are from Cisco Systems. fessional (CCNP)
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Starting Occupation

Advancement Occupation

Web developers create and maintain
websites. They are also responsible for the
site’s technical aspects, such as its perfor-
mance and capacity, which are measures
of a website’s speed and how much traffic
the site can handle. In addition, web devel-
opers may create content for the site. They
evaluate code to ensure that it is properly
structured, meets industry standards, and
is compatible with browsers and devices.
These developers optimize website perfor-
mance, scalability,and server-side code and
processes.They may develop website infra-
structureandintegrate websiteswith other
computer applications. These individuals
are comfortable working with technolo-
gy as the core of their responsibilities, but
overtime,mustdevelopagoodunderstand-
ing of consumer behavior, as well as col-
laboration skills and project management.

Growth

The similarity score between web de-
veloper and the starting occupation
is 0.365 and the average salary differ-
ential is $17,468. While the projected
5-year employment growth for systems
analyst is 0.79%, web developer’s pro-
jected 5-year growth is higher at 2.18%.
Average salary for the web develop-
er occupation is $70,021 for individ-
uals with up to 2 years of experience;

i
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} Web Developer

Advancement Occupation

0.365

Similarity Score
Measure of relatedness
between occupations on a
scaleof' Oto 1

]
$17,468

Average Salary
Differential

i
0.79%

Projected 5-Year Growth
Projected employment growth for
the Starting Occupation

i
2.18%

Projected 5-Year Growth
Projected employment growth for
the Advancement Occupation
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Starting Occupation

$70,021

Average Salary:Advancement
Occupation with 0- 2 years experience

i
$86,093

Average Salary:Advancement
Occupation with 3 - 5 years experience

i
$98,621

Average Salary:Advancement
Occupation with 6+ years experience

!
2,694

Starting Occupation Postings

!
2,947

Advancement Occupation Postings

Web Developer

Advancement Occupation

$86,093 for those with 3 to 5 years,
and $98,621 for individuals with 6 or
more years. There were 2,947 post-
ings for the advancement occupation.

Skills

The skills in the following table represent
the additional skills likely needed to move
from systems analyst to web developer.
The skill taxonomy used in this analysis
classifies skills for a given occupation as
necessary, defining or distinguishing. Nec-
essary skills are specialized skills required
for this job and relevant across other sim-
ilar jobs. The necessary skills for web de-
veloper are knowledge of Microsoft C#,
Python, MySQL, Ruby, and unit testing. De-
fining skills represent the day-to-day tasks
and responsibilities of the job. For this oc-
cupation the defining skills include knowl-
edge of JavaScript, web development,
front-end development, Java, and SQL.
Distinguishing skills set a worker apart
and come with a salary or growth premi-
um. For this occupation, the distinguishing
skills are knowledge of Flask, Joomla, AJAX,
User Interface (Ul) Design,and Objective C.

Certifications

The systems analyst occupation com-
monly requests security clearance,
and among others, the following certifi-
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Systems Analyst }

Web Developer

in

7%
6%
6%

6%

Starting Occupation Advancement Occupation
Necessary Skills Defining Skills Distinguishing Skills

Skill Recall Skill Recall Skill Recall
Percentage in Percentage in Percentage
Advancement Advancement Advancement
Occupation Occupation Occupation

Microsoft C# 18%  JavaScript 59%  Flask

Python 17% = Web Development 39%  Joomla

MySQL 16% = Front-end Development 32%  AJAX

Ruby 16% = Java 28% | User Interface (Ul)

Unit Testing 16% saL 28% Design

Objective C

cations: Project management certifica-
tion. The Certified Associate in Project
Management (CAPM) from the Project
Management Institute (PMI) and Proj-
ect+ from CompTIA are the best-known
entry-level project management certi-
fications. The second top certification
is the IT Infrastructure Library (ITIL)
Certification. This is an entry-level cer-
tification for IT service management.

The web developer occupation com-
monly requests security clearance,
driver’s license and the following cer-
tification: CompTIA Security+, a glob-
ally trusted, vendor-neutral certifica-
tion that validates the baseline skills
necessary to perform core security func-
tions and pursue an IT security career.

Certifications

The source occupation commonly
requests the following certifica-
tions:

Security Clearance

Project Management Certifica-
tion

IT Infrastructure Library (ITIL)
Certification

The Advancement occupation
commonly requests the following
certifications:

Security Clearance

Driver’s License

CompTIA Security+

6%
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References

For Occupation Profiles
U.S.Bureau of Labor statistics (bls.gov)
O*NET Online (onetonline.org)
Artisantalent.com
Betterteam.com
Careerexplorer.com

ClO Magazine (cio.com)
Fieldengineering.com
Glassdor.com

Indeed.com
MastersinDataScience.org
Springboard.com
StudentScholarships.org
TheBalanceCareers.com
Workable.com
ZipRecruiter.com

For Certifications

Accounting Education (accounting-education.org/cpa-requirements/Massachusetts/)
American Society for Quality (https:/asq.org/cert/catalog)

Axelos (axelos.com/certifications/itil-service-management)

CFA Institute (cfainstitute.org/en/programs/cfa)

Cisco Systems (cisco.com/c/en/us/training-events/training-certifications/certifications.ht)
CIW Career Academy (ciwcerified.com/ciw-certifications)

Computer Technology Industry Association (CompTIA.org/certifications)

Global Association of Risk Professionals (garp.org/frm)

Information Systems Audit and Control Association (isaca.org/credentialing/cisa)
International Information System Security Certification Consortium (ISC)2 (isc2.org)
Microsoft (docs.microsoft.com/en-us/learn/certifications/)

Project Management Institute (pmi.org/certifications)

Salesforce (trailhead.salesforce.com/en/credentials/administratoroverview/)

SANS Institute (sans.org/cyber-security-certifications/?msc=main-nav)

SAS Institute Inc (https://www.sas.com/en_us/certification.html)

ScrumAlliance (scrumalliance.org/get-certified)

The Open Group (opengroup.org/certifications/togaf)
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